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Abstract:
The Health and Human Services Delivery Center (HHS DC) Technology Services Office supports the Departments of Health (DOH), Human Services (DHS), Aging (PDA), Drug and Alcohol Programs (DDAP) and Military and Veterans Affairs (DMVA) information technology platforms.
One of the primary activities of the HHS DC TSO is selecting technical products for procurement that support ongoing business and technical needs of the Health and Human Services Delivery Center. 

General:
The purpose of this document is to provide a standard process for selecting a technical product that is a best fit for HHS DC business and technical needs. 

Guideline:
Product Selection Activities Chart
The following chart lists the seven major activities involved in selecting a product. Detailed instructions for each activity follow this chart.

Seven Activities in the Product Selection Process


1. Form a Product Selection Team
Select individuals that are stakeholders in the product, such as the potential users of the product. Appropriate representatives from Solution Management, Technology Services Office, Information Security Office, Service Management and Business Relationship Management must be on the product selection team. In addition, include appropriate subject matter experts (SMEs) to be on the team.

Select one of the team members as team lead.
Use the “Product Selection Team Form” in the “Appendix I: Forms for Use in the Selection Process” section, on page 16 to document the results of the team-member-selection activity. 

Example

Following is an example of the Unified Security Product Selection Team.

	Product Selection Team for Unified Security Product(s)

	Name
	Program Office/Bureau/Division

	1. John Miknich
	HHS DC ISO

	2. To be named
	

	3. To be named
	

	4. To be named
	


The documentation team members complete activities 1 through 7, and document activities 1 through 5.

Documenting the Process for Submission to Technical Review Team (TRT)

Document each of the first five activities as they are completed. The documentation includes forms used in each activity and any other documentation that is needed to make the product selection process and decision clear. Documentation includes, but is not limited to, the following:

· Members and team lead of the product selection team (from activity 1).

· Process used for collecting and defining requirements (from activity 2).

· Finalized list of requirements (from activity 2).

· Process for defining criteria and weights (from activity 3).

· Finalized evaluation criteria and weights (from activity 3).

· Outcome of Request for Information (RFI), presentations, demonstrations, and benchmarks, as applicable (from activity 4).

· List of evaluation tasks, including all activities used to gather information on the products (from activity 4).

· Scoring matrix used to select the product (from activity 5).

· Product selection team’s recommendation (from activity 5).

· COTS checklist (from activity 5).

At the end of the selection process (for activity 6), gather the forms and documentation and submit them as one compiled document to TRT as a record of the product selection process.

2. Define Requirements
Define and document the requirements of the product. Consider the fixed requirements in the following list, among other product-specific requirements:

1. Compliance with Application Lifecycle Management Baseline
2. OA/OIT Strategic Plan
3. Current architecture

4. Ease of installation and maintenance.

Use the “Product Requirements Form” in the “Appendix I: Forms for Use in the Selection Process” section, on page 17 to document the results of the activity.
Example  

When selecting a vendor for Unified Security, the product selection team based the following high-level and detailed requirements on a security-requirements questionnaire completed for existing applications:

	Requirements for Unified Security

	High Level Requirements
	Detailed Requirements

	1. Authentication
	i. Common User IDs 

ii. Central User Repository

iii. Use of Multiple User Repositories

iv. Multiple Authentication Methods including: Strong Password, RSA Secure ID, PKI, Biometrics

	2. Authorization
	i. Role based access control

ii. Standard API set

iii. Callable from business logic and presentation layers

	3. Management
	i. User Management

ii. Central management of users

iii. User Self-Registration

iv. Application Management

v. Delegated Management capability

	4. Confidentiality
	i. Multiple levels of encryption

	5. Accountability
	i. Authentication events

ii. Authorization events

iii. Management events

iv. Data Access events

	6. Integration
	i. MS Active Directory

ii. Windows 10
iii. Unisys

iv. Checkpoint Firewall-1

v. Oracle

vi. SQL Server


3. Define Evaluation Criteria and Assign Weights
Define evaluation criteria and assign weights to each criterion. The high-level requirements function as the drivers for defining evaluation criteria. Use the requirements to create a list of objective criteria by which to assess the overall value of each product. 

Weight each criterion according to the value it adds in achieving the requirements of the product. The total of the weight percentages must be 100%.

Use the “Product Evaluation Criteria Form” in the “Appendix I: Forms for Use in the Selection Process” section, on page 18 to document the results of the activity.
Example  

Following is an example of how high-level requirements function as the drivers for defining evaluation criteria. The Unified Security Product Selection Team derived the following criteria from the high-level requirements listed in the previous section.

	Product Evaluation Criteria for Selecting Unified Security

	Evaluation Criteria
	Weight

	1. Authentication
	20%

	2. Authorization
	8%

	3. Management
	20%

	4. Confidentiality
	16%

	5. Accountability
	12%

	6. Integration
	20%

	7. Vendor Viability
	4%

	
	100%


4. Evaluate Vendors/Products
Use multiple activities to aid in gathering information for evaluating the different vendors/products. Use these activities and/or other evaluation steps to obtain a definitive understanding of the capability of each product to meet the requirements defined in activity 2. These evaluation activities may include one or more of the following:

· Release a Request for Information (RFI).

· Obtain vendor references provided by former customers, lost bids, external sources (Gartner, user conferences, and so forth), and functionality/specifications reviews.  

· Create a vendor short list (created from narrowing down the vendor/product list to a few good ones).

· Conduct vendor presentations and demonstrations.

Score each product based on the results of these activities and based on the criteria and weights determined during the previous activity. The total vendor score will serve as the major driver in selecting a product.

Example  

The Unified Security Product Selection Team followed these steps in evaluating vendors:

· Created vendor short-list after consulting with Gartner.

· Released an RFI to short-listed vendors.

· Attended vendor presentations.

· Each member scored both the RFI and vendor presentations with a scale of 1-5. A score of one indicating a vendor failed to meet a requirement and a score of 5 indicating a vendor strongly met a requirement.  An average of the scores was taken to establish a raw score.

· Weights were applied to raw scores and a sum of the weighted scores was tabulated to determine a final score.

Unified Security RFI Example

Use the “Product Selection RFI Format” in the “Appendix I: Forms for Use in the Selection Process” section, on page 19 to create an RFI. Following is a portion of the RFI released by to the Unified Security Product Selection Team to the vendors. 

1.0 
Authentication

1.1 How does your product allow for the use of multiple, combination, and/or alternative authentication methods?

1.2 How does your product allow for the use of external authentication methods?

1.3 Describe your product’s password policy. How are passwords created, stored, aged, updated, etc.?

1.4 Does your product allow users to sign on once and transparently receive access across multiple applications?

1.5 Will your product support the use of an RSA SecurID two-factor authentication device?

1.6 Will your product integrate with major PKI infrastructures and encryption vendors?

5. Select the Product
Score each product against the evaluation criteria, determined by the team in activity 3, immediately after each vendor presentation or product demonstration. 

At the completion of the evaluation process, tabulate the individual scores and assign the pre-determined weightings. Compare the total weighted scores to identify the winner.

Use the “Product Selection Scoring Matrix Form” in the “Appendix I: Forms for Use in the Selection Process” section, on page 20 to score each product.

The total cost of ownership is required, and a cost analysis must be made available as part of the evaluation process. Create cost projections for the following:

Procurement Cost: The cost to purchase the product.

Infrastructure Cost: The cost of the hardware and software needed to support the                   product.

Product Maintenance Cost.

Cost of Support Personnel: The cost of both vendor and HHS DC personnel needed for implementation and on-going support.

Example of Unified Security Final Scoring Matrix

The following is the final scoring matrix for the Unified Security product selection activities.  

	Scoring Matrix for Unified Security Product Selection

	
	
	Raw Score
	
	Weighted Score

	
	Weight
	
	Product A
	Product B
	Product C
	
	Product A
	Product B
	Product C

	Authentica-tion
	20%
	
	4.22
	4.57
	4.50
	
	0.84
	0.91
	0.90

	Authoriza-tion
	8%
	
	4.00
	4.67
	4.57
	
	0.32
	0.37
	0.37

	Manage-ment
	20%
	
	4.26
	4.45
	4.42
	
	0.85
	0.89
	0.88

	Confiden-tiality
	16%
	
	4.17
	4.17
	4.60
	
	0.67
	0.67
	0.74

	Accoun-tability
	12%
	
	3.46
	4.26
	4.03
	
	0.42
	0.51
	0.48

	Integration
	20%
	
	3.58
	4.46
	4.39
	
	0.72
	0.89
	0.88

	Vendor Viability
	4%
	
	4.46
	4.78
	4.41
	
	0.18
	0.19
	0.18

	Total 
	100%
	
	
	
	
	
	
	
	

	FINAL SCORE
	3.99
	4.44
	4.42


6. Document the Selection Process

To finish documenting the process by which you selected the product, gather the forms and documentation used in the process, and compile them into one formal document. Submit the formal document to Technical Review Team (TRT).

For more instruction, refer to section “1. Form a Product Selection Team,” subsection “Documenting the Process for Submission to TRT,” on page 5.

7. Obtain Approval

The documentation must be presented to the TRT and be approved before any approvals are obtained or any procurement documents are submitted.

The following pages contain forms to use in the product selection activities. 

Product Selection Team Form

Use this form in activity 1 of the product selection process.

	Product Selection Team for Selecting {product type}

	Name
	Program Office/Bureau/Division

	1. 
	

	2. 
	

	3. 
	

	4. 
	

	5. 
	

	6. 
	

	7. 
	


Product Requirements Form

Use this form in activity 2 of the product selection process.

	Requirements for {product type}

	High Level Requirements
	Detailed Requirements

	1. 
	i. 

	2. 
	i. 

	3. 
	i. 

	4. 
	i. 


Product Evaluation Criteria Form

Use this form in activity 3 of the product selection process.

	Product Evaluation Criteria for Selecting {Product Type}

	Evaluation Criteria
	Weight

	1. 
	

	2. 
	

	3. 
	

	4. 
	


Product Selection RFI Format

Use this form as a model in activity 4 of the product selection process.

1.0 
Requirement Number 1

1.1 Question 1

1.2 Question 2

1.3 Question 3

1.x 
Question X

2.0
Requirement Number 2

2.1 Question 1

2.2 Question 2

2.3 Question 3

2.4 Question X

X.0 
Licensing Information

X.0 
Vendor Viability

Product Selection Scoring Matrix Form

Use this form in activity 5 of the product selection process.

	Scoring Matrix for {Product Type} Product Selection

	
	
	Raw Score
	
	Weighted Score

	
	Weight
	
	Product A
	Product B
	Product C
	
	Product A
	Product B
	Product C

	Evaluation Criteria 1
	
	
	
	
	
	
	
	
	

	Evaluation Criteria 2
	
	
	
	
	
	
	
	
	

	Evaluation Criteria 3
	
	
	
	
	
	
	
	
	

	Evaluation Criteria X
	
	
	
	
	
	
	
	
	

	Total 
	100%
	
	
	
	
	
	
	
	

	FINAL SCORE
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