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Abstract:
The Compute Services Unit within the Health and Human Services Delivery Center Technology Service Office (HHS DC TSO) monitors performance of critical servers using performance counters.
Critical servers include enterprise-level servers that host business-critical applications. Business-critical applications can include applications used by agency personnel, business partners, or other external users, such as public Internet users. Critical servers also include infrastructure servers, such as domain controllers and host name servers.
HHS DC houses the majority of these servers through PA Computer Services (PACS) at the Ashburn Data Center (ADC). Also, HHS DC houses servers outside of PACS at the Enterprise Data Center (EDC).  The Health and Human Services Delivery Center (HHS DC) monitors and supports servers at ADC and EDC.
Base performance counters target key server components including, CPU, memory, disk, and network counters. Base counters can be used to determine whether a server is operating efficiently. They can also be used to help proactively identify problems before the problems bring down a machine. Support staff are alerted when critical thresholds are reached, or/and when additional, more specialized counters may be needed.

General:
The Health and Human Services Delivery Center (HHS DC) supports the Departments of Health (DOH), Human Services (DHS), Aging (PDA), Drug and Alcohol Programs (DDAP) and Military and Veterans Affairs (DMVA).
The purpose of this document is to identify and describe base and advanced performance counters to use in monitoring the performance of critical servers supporting HHS DC business applications.

Procedure:
Base Performance Counters – All Servers
	Object type
	Counter
	Threshold

	Processor
	% Processor Time
	85%

	Processor
	Interrupts/sec
	<1000

	Memory
	Pages/sec
	20

	Memory
	Available Bytes
	10% of available memory  

	Server
	Bytes Total/sec
	<Network xfer rate

	Physical Disk
	%Disk Time
	90%

	Logical Disk
	%Free Space
	85%


Advanced Performance Counters – All Servers
	Object
	Counter
	Threshold

	Server
	Sessions that Errored Out
	5

	Server
	Work Item Shortages
	3

	Server
	Pool Paged Break
	Amount of physical RAM

	Logical Disk
	%Disk Time
	90%

	Paging File
	%Usage
	99%

	Redirector
	Network Errors/sec,3
	5 per second

	Redirector
	Reads Denied/sec
	5 per second

	Redirector
	Writes Denied/sec
	5 per second

	Redirector
	Server Sessions Hung
	5

	Redirector
	Current Commands
	Number of network interface cards (NICs) installed plus 2

	Physical Disk
	Current Disk Queue Length
	Number of spindles plus 2

	Physical Disk
	Avg. Disk sec/Transfer

	<Network xfer rate

	Server Work Queues
	Queue Length
	4

	System
	Processor Queue Length File Read/write operations/Sec
	2


1. To reset this counter, you must restart the server.

2. There is other information stored in the paged file that can make this counter difficult to interpret.

3. Generally, indicates problems with the redirector that the server is trying to communicate with, not the computer you are monitoring.

4. Observe this counter over several intervals.

Note:  If you are using a RAID device, the percentage of Disk Time counter can indicate a value greater than 100 percent. If it does, use the Average Disk Queue Length counter to determine how many system requests are waiting for disk access.

Counter References – Server
	Resource
	Object \ Counter
	Suggested Threshold
	Comments

	Disk
	Physical Disk \ % Disk Time
	90%
	

	Disk
	Physical Disk \ Disk Reads/sec

Physical Disk \ Disk Writes/sec
	Depends on manufacturer’s specifications 
	Check the specified transfer rate for your disks to verify that this rate does not exceed the specifications. In general, Ultra Wide SCSI disks can handle 50 I/O operations per second.

	Disk
	Physical Disk \ Current Disk Queue Length
	Number of spindles plus 2
	This is an instantaneous counter. observe its value over several intervals.  For an average over time, use Physical Disk \ Avg. Disk Queue Length.

	Memory
	Memory \ Available Bytes
	10% of available memory  
	Research memory usage & add memory if needed.

	Memory
	Memory \ Pages/sec
	20
	Research paging activity.

	Network
	Network Segment \ % Net Utilization 
	Depends on type of network
	You must determine the threshold based on the type of network you are running.  For example, 30% is recommended for Ethernet networks. 

	Paging File
	Paging File \ % Usage
	99%
	Review this value in conjunction with available bytes & pages/sec to understand paging activity on your computer.

	Processor
	Processor \ % Processor Time
	85%
	Find the process that is using a high percentage of processor time. Upgrade to a faster processor or install an additional processor.

	Processor
	Processor \ Interrupts/sec
	Depends on processor
	A dramatic increase in this counter value without a corresponding increase in system activity indicates a hardware problem. Identify the network adapter causing the interrupts.

	Server
	Server \ Bytes Total/sec
	
	If the sum of Bytes Total/sec for all servers is roughly equal to the maximum transfer rates of your network, you may need to segment the network.

	Server
	Server \ Work Item 3 Shortages
	
	If the value reaches this threshold, consider tuning InitWorkItems or MaxWorkItems in the registry (under HKEY_LOCAL_ MACHINE\SYSTEM\ Current Control Set\ Services\Lanman Server). For information about modifying the registry, see registry editor help. Caution: Incorrectly editing the registry may severely damage your system. Before making changes to the registry, backup the data on your computer.

	Server
	Server \ Pool Paged Peak
	Amount of Physical RAM
	This value is an indicator of the maximum paging file size & the amount of physical memory.

	Server
	Server Work Queues \ Queue
	4
	If the value reaches this threshold, there may be a processor bottleneck. This is an instantaneous counter. Observe its value over several intervals.

	Multiple Processors
	System \ Processor Queue Length
	2
	This is an instantaneous counter, observe its value over several intervals.


Counter References - Applications

· SQL Server

· IIS
Counter References – Infrastructure Servers
· Controllers

· DNS

Acronyms with Definitions
The definitions in this section are taken from the Microsoft Press Computer Dictionary, Third Edition.

DNS

n. 1. Acronym for Domain Name System. The system by which hosts on the Internet have both domain name addresses (such as bluestem.prairienet.org) and IP addresses (such as 192.17.3.4). The domain name address is used by human users and is automatically translated into the numerical IP address, which is used by the packet-routing software. See also domain name address, IP address. 2. Acronym for Domain Name Service. The Internet utility that implements the Domain Name System (see definition 1). DNS servers, also called name servers, maintain databases containing the addresses and are accessed transparently to the user.

IIS
Internet Information Server

n. Microsoft's brand of Web server software, utilizing Hypertext Transfer Protocol to deliver World Wide Web documents. It incorporates various functions for security, allows for CGI programs, and also provides for Gopher and FTP servers.

RAID

n. Acronym for redundant array of independent disks (formerly redundant array of inexpensive disks). A data storage method in which data, along with information used for error correction, such as parity bits or Hamming codes, is distributed among two or more hard disk drives in order to improve performance and reliability. The hard disk array is governed by array management software and a disk controller, which handles the error correction. RAID is generally used on network servers. Several defined levels of RAID offer differing trade-offs among access speed, reliability, and cost. See also disk controller, error-correction coding, Hamming code, hard disk, parity bit, server (definition 1).

SQL

Structured Query Language

n. A database sublanguage used in querying, updating, and managing relational databases--the de facto standard for database products.
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