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Abstract:
Web sites at the Department of Human Services (DHS) are named and hosted according to the content, user community, location, and function of the site. Some sites are accessible to the public, some sites are accessible to business partners, contractors, and vendors, but not the public, and some sites are strictly internal to DHS. Most are located at DHS, but some are external to DHS, as well. Different sites have different levels of security and different security functions. Establishing web sites for a large organization involves a complex mix of considerations.
General:
The purpose of this document is to specify the standards for naming, securing, hosting, and registering DHS web sites.

Web Site Naming Standards
Any Web site published or funded by or through DHS must use the name space of the Commonwealth of Pennsylvania or DHS, as outlined below: 
DHS Web Site

DHS’s primary public information site is:

http://dhs.pa.gov 

This site, and child domains of this site, host all content for public viewing that does not require controlled-access or transaction processing support. 

Human Services Portal Site
DHS‘s primary site for secured-access and transaction processing is:

https://www.humanservices.state.pa.us/  Create individual sites for specific applications as child sites under this hierarchy. 

This is a virtual portal and is not the entry point for the public or business partners. However, it does, provide a consolidated point of control for provisioning the server hardware and the administrative technical support required for security and systems maintenance. The Human Services portal provides: 
1. A single point-of-entry from proxy servers that shield our network from hackers.

2. A controllable mechanism for ensuring DHS’s identity to the public via digital certificates.

3. A controlled environment for information security (authentication and encryption).

4. Management of DHS’s Internet addresses.
Branded-Name Web Sites
All DHS sites must be in one of the above hierarchies. However, there may be requirements to name a site independently of DHS or the Human Services Portal. For example, a cross agency initiative may require a name independent of each agency for public marketing and outreach. This unique name is a branded name. In this case, Uniform Resource Locator (URL) or web-name redirection may point the published web name or URL to the desired site or child site.
Use of a branded name for a web site requires:
1.   A business justification.

5. Exception approval by DHS’s web administrator.

6. Hosting and publication within DHS’s Web Extranet environment.

7. Registration of the name in the Office of Information Technology’s (OIT) domain name server (DNS).

8. Creation of a virtual or child site on an IIS server within DHS’s Web Extranet environment.

9. If not nested within the state.pa.us hierarchy, domain name registration is needed.

10. If not hosted under the Human Services portal, a server digital certificate is needed.
Web Sites Not Complying with Standards
Any site names not complying with the above standards require exception approval at the secretary and Office of Information Systems (OIS) director level. 

Most, if not all, sites created before the standards in this document will remain as they are, though they do not comply with the standards. Continuity and cost considerations cannot justify changing them. 

Web-Hosting Standards
Host all sites within the Commonwealth or DHS name space on DHS or Commonwealth servers. Special exception is required to host sites under the Commonwealth name space on foreign or vendor networks. A special exception must be approved by the DHS Web administrator and must have a political or business basis.
DHS Web-Hosting Environments

Following are the various computing platforms supported by OIS for web hosting:

Web Services
· Microsoft Internet Services Server (IIS) 5.0.
· Windows 2000 DataCenter and Server Operating Systems.
· Dell SAN Platform for Intranet Sites.
· ES Platforms for Enterprise Web Publishing and Applications.

Proxy Services  
· Proxy service is being hosted by Microsoft Internet Security and Acceleration Server (ISA), running on Windows 2000 Advance Server Operating Systems.

External Web-Hosting Environments

Use of an external web-hosting environment requires:

1.   Approval by Web Administrator, OIS, and OIT.

11. An explicit, written security agreement between the program office and the hosting entity.

12. The security agreement to be approved by OIS and OIT.

13. The external site to use a DHS-provided digital certificate.

14. The external site to adhere to DHS’s Unified Security standards. 
15. Portal Entry Points Standards
Entry points to DHS web sites

Place all entry points to DHS web sites on the Commonwealth’s Power portal – the State’s primary web site. 

http://pa.gov
Automatic Redirection to Secure Sites

Secure Web sites use the https in the URL, rather than http. When creating a secure site, use redirection to eliminate the need for users to key in the secure https part of the URL.
Example

The user enters: 

http://www.compass.state.pa.us 

This will redirect them to the correct address on the secure server, which is
https://www.compass.state.pa.us/compass.web/Public/CMPHome
https://www.humanservices.state.pa.us/COMPASS/PGM/ASP/SC001.asp 
External Branding

To use external branding, justify its use and secure approvals specified in the previous section.

Examples
Table 1 provides real world examples of various DHS web sites, their classification according to the standards in this document, and a brief explanation of why they are classified the way they are classified.

Table 1: Examples of DHS Web Site Names

	Web Site Classification
	Example
	Description

	DHS Web Site
	http://dhs.pa.gov
	This is DHS’s primary information site, hosted to the public. It is primarily a content-only site, although it may have entry points to other sites.

	
	http://www.dhs.state.pa.us/omap/
https://www.dhs.pa.gov/Services/Assistance/Pages/Medical-Assistance.aspx

	This is a child site of the above site, and is for a specific program office.

	Human Service Portal
	https://www. humanservices.state.pa.us/compass

http://www.compass.state.pa.us 


	Compass is one example of a site on the Human Service Portal. It processes applications for welfare benefits and the site consequently requires a high degree of reliability and security.

	Branded Web Site
	http://www.dhs.pa.gov/
click on COMPASS

https://www.dhs.pa.gov/Services/Assistance/Pages/COMPASS.aspx

	Compass also requires a public name independent of DHS because the program involves other agencies. In addition, it involved a specialized outreach program emphasizing human services, not DHS.

	Externally hosted web site
	http://pwpromise.dpw.state.pa.us
This takes you to a nonsecure website.
	An external provider hosts this site in order to perform DHS contracted work functions. The provider agrees to abide by DHS’s rules and security standards.

	Exception
	http://www.Adoptpakids.org
	This site predates the standards in this document.


Procedure for Establishing a Web Site

Table 2 addresses some issues that may occur at various phases of the systems development life cycle, while establishing a web site. The following chart shows the step and phase of the standard systems development life cycle, the program team that initiates the task or issue, a description of the task/consideration, and the party responsible for executing or approving the action.

Table 2: Some Issues and Actions for Establishing a Web Site

	Step
	Phase
	Initiating Team
	Task/Consideration
	Responsible Party

	1
	All
	Business Team
	Determine security and access controls
	Sec and Audits

	2
	Plan
	Business Team
	Identify business requirements and discuss hosting and naming requirements with OIS
	Read this standard and discuss with OIS

	2
	Plan
	Business Team
	Determine if the site requires a branded name
	PO in conjunction with Web Administrator

	3
	Implement
	Product
	Secure Necessary permissions for externally hosted sites
	Web M, BADD, BTE, Sec

	3
	Systems Development
	Development
	Determine if the site is a content only or transaction processing web site
	BTE / BAAD

	4
	Implement
	Logistics
	Register Site name in applicable DNS
	BTE / DSE

	4
	Implement
	Logistics
	Place entry point off of DHS portal
	OIS / BTE / Configuration Management / Network

	4
	Implement
	Logistics
	Acquire or renew domain name
	Network Architectures

	4
	Implement
	Logistics
	Determine the server to host the web site
	DSE


Exemptions from this Standard:

There will be no exemptions to this standard.
Refresh Schedule:

All standards and referenced documentation identified in this standard will be subject to review and possible revision annually or upon request by the HHS Delivery Center Domain Leads. 
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