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General:

This document describes how to restore data to a point in time to recover from a data loss or problem system. 

The purpose of this document is to give a basic understanding of the various settings, configurations, and options available to you in order to effectively restore your data and minimize potential downtime. This document assumes that the user has basic familiarity with Veritas Netbackup. 
Procedure:

After reading this topic, you will be able to:
· Restore files that have been backed up using Veritas Netbackup.

· Monitor Veritas Netbackup restore jobs.

Access the Backup, Archive, and Restore (BAR) interface
To perform an administrator-directed restore to a specific client, use the Backup, Archive, and Restore interface on the server that you would like to restore the files to.  To perform a restore (alternate client restore), use the Backup, Archive, and Restore interface on the Master server with the explicit permission of the Netbackup Administrators knowledge. 

Windows 

To access the (BAR) interface on a Windows client, on the Windows Start menu, click Programs - Veritas Netbackup - Backup, Archive, and Restore. 
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Step 1: Backup, Archive and Restore interface
In the Backup, Archive, and Restore interface, click on the Select for Restore button. 
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Step 2: Specify the Netbackup Machines and Policy Type
This step is most times set by default and you will not need to change or alter it.  There are a few instances when errors occur attempting to connect to host.  You will need to verify that the Master Media server and the client are correct.  So this is a good place to look and be familiar with. 
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You can modify these settings as follows: 

· Server to use for backups and restores 

If you need to add or remove an incorrect server from the list, click Edit Server List, type the name of the server in the field, and click Add Name(s).  Click OK to return to the Specify Netbackup machines and Policy Type dialog box. 

· Source client for restores 

There have been a few instances of multiple servers listed in the client list.  Make sure that the client you are restoring to is the one highlighted.  If you need to add a client to the list, click on the Edit Client List, type the name of the client you want to add click Add Name(s).  Click OK to return to the Specify Netbackup Machines and Policy Type dialog box. 

· Policy type for restores
Select a policy type from the drop-down list.  DO NOT CHANGE THIS SETTING! 

After you have made all of the necessary selections, click OK.
Step 3: Restoring from Multiple Images
Whenever a restore operation is warranted, it is likely that the necessary backup images are stored on separate media.  Examples of such a distribution of backup images include:
· Restore from full and incremental backups.
· Restore from a backup series
· Restore a specific version of a file or directory
We keep most tapes here at DPW for at least four weeks.  After that they are duplicated and sent off-site for another five weeks. You will not be able to tell if a tape is in the library until after you have kicked off the restore. Once the restore attempts to load a tape that is not in the library it will return an error message saying tape not found.  Look at the dates associated with the blue and green icons and if the date requested does not show up then it is too far out to have a backup of it.
Step 4: Mark the Files and Folders to Restore
To mark a folder for backup or restore, select the check box to the left of the folder.
· A check box indicates that all of the files and subfolders within that folder are marked.
· A partially checked (forward slash mark) box indicates that only some of the files or subfolders within that folder are marked.
· To mark all the files (and folders) that are currently displayed, select Edit Æ Mark Displayed Files.
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Step 5: Preview the Required Media
After selecting the files and folders to restore, select ActionsÆ Preview Media.
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The Media required dialog box is displayed with a list of media required to perform the restore. Use the contents of this dialog box to verify which media are required to perform the restore. This will ensure that you do not request a restore operation that requires a tape that is currently offsite or otherwise unavailable. This can be done by sending an email or phone call to the Veritas Netbackup Administrator.
If you determine that the media is available, click Close to close the Media required dialog box.
Step 6: Select Destination Choices and Restore Options
Select Actions Start Restore of Marked Files to start the restore job.  The Restore Marked Files dialog box is displayed, and you are required to define some final parameters before the restore operations starts.
[image: image7.jpg][Restore Marked

s MatkadFis |
[ Restre Dt Criss
 HHestore evenifing o s originallocaliort

" Restore evenyihing 1o 3 diferent locaton (maintairing erising sructurl:
D:

 Bestore individual folders and fles to ciferent lacations (double-click to modif):

e [ T, BT
/672008 6,003 AM - 1/6/2008 6 00 AN

o

~Restore Opions.
I™ Flestors it scces
Ifthe destinationfle aeady exsts:

C Overwitethe existing fe

€ Restore th fle using a temporay fiename.
& Dopot estore the e

clerts o)

Start Restore Cancel Help





Destination
The Restore Destination Choices pane of the Restored Marked Files dialog box grants you varying levels of control over the placement of the files:
· Restore everything to its original location. (Default)
Restores items to the file or path from which they were backed
· Restore everything to a different location (maintaining existing structure).
Restores items to a file or path other than the path from which they were

· Restore individual directories and files to different locations.
Restores items to paths other than the path from which they were backed up. 

Restore Options
The remaining options grant you control over how Netbackup handles files that may already exist.
· Restore without access-control attributes
· An access control list (ACL) is a table that conveys the access rights that the users have to a file or directory.  Each file or directory can have a security attribute that extends or restricts users’ access.
· The option to restore file and directory data without restoring ACLs is available to Netbackup administrators from the Netbackup client interface if the destination client and the source of the backup are both Windows systems.  In order to restore files without restoring ACLs, the following conditions must be met.

The policy that backed up the client must have been of policy type MS​Windows-NT

The restore must be performed by an administrator logged into a Netbackup server.  The option is set from the client interface running on the server. The option is unavailable on stand-alone clients.

The destination client and the source of the backup must both be systems running Windows 2000, Windows XP, or Windows Server 2003.
To restore files without restoring ACLs, mark the Restore without access control attributes check box.
· Overwrite the existing file
This option must be enabled if the restore operation is required to replace any existing versions of files to be restored.  (The default is to NOT overwrite existing files).
· Restore the file using a temporary filename
This option restores the file to a temporary location.
· Do not restore the file

This option prevents the file from being overwritten and is the default.
Step 7: Initiate the Restore
After you have selected all of the necessary options, click Start Restore.
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Step 8: Monitor Restore Operations
Monitor the progress of the restore operation from:
· The Task Progress tab in the Backup, Archive, and Restore interface.
In this interface you see the progress of the restore job as it executes.  If an error is encountered, launch the Troubleshooter to determine the cause of the problem and receive recommended corrective actions.  (The troubleshooter is the DPW Veritas Netbackup Administrator). 
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Refresh Schedule:
All procedures and referenced documentation identified in this document will be subject to review and possible revision annually or upon request by the DPW Information Technology Standards Team. 
Procedure Revision Log:
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