COMMONWEALTH OF PENNSYLVANIA
 HEALTH & HUMAN SERVICES DELIVERY CENTER
INFORMATION TECHNOLOGY POLICY
	Name of Policy:
	Number:

	IT Asset Management
	POL-IOS001


	Domain:
	Category:

	Platform
	Systems Management

	Date Issued:
	Issued by Direction Of:

	05/09/2001
	

	Date Revised:
	     

	4/2/2021
	Sandra K. Patterson, CIO 
Health & Human Services Delivery Center


Abstract:
The Health and Human Services Delivery Center (HHS DC) provides information technology platform support for the Departments of Health (DOH), Human Services (DHS), Aging (PDA), Drug and Alcohol Programs (DDAP) and Military and Veterans Affairs (DMVA), herein referred to as “the Departments”.

The term Information Technology (IT) covers all aspects of managing the processing of information within an organization. This policy document addresses the assets that are used within the Departments. These assets range from the more obvious hardware devices such as desktop & laptop computers, servers, and printers to networking devices such as firewalls, switches, and routers to software licenses.

The Departments rely heavily on the use of IT assets that allow users to provide accurate and timely information while maintaining very little down time. As a result of constantly changing technologies and the need for faster, more powerful devices, the Departments are constantly purchasing and leasing new IT assets.

General:
The Commonwealth has purchased ServiceNow, an IT asset management system, and has made it available for use to all agencies. Once data related to IT devices and software (also referred to as “assets”) is entered into ServiceNow, the data may then be accessed in multiple ways to obtain the desired results.

Currently all IT devices and software purchased by the Departments at locations throughout the state are not funneled through one office, which means it would be impossible to know what resources are available at a given site without a system such as this.
Policy:
All the Departments’ purchased or leased IT devices and software (regardless of who purchases or where it’s purchased from) must be entered into ServiceNow in a timely manner. This also includes updating the system in the event IT assets are moved from one location to another. As is the case with all asset management systems, the information contained within ServiceNow is only as good as the data it contains.

The Departments’ helpdesk relies on ServiceNow to escalate hardware related issues to Pomeroy for service. When the helpdesk escalates a ticket to Pomeroy, they attach the information about the device from ServiceNow to the ticket. If the device is not in ServiceNow when it is called in for service, there will be a delay in service until that device can be entered into ServiceNow.

Items to enter:

Listed below are examples, not an all-inclusive list of items that must be entered into ServiceNow:

PCs: desktops, laptops

Monitors

Docking stations

Scanners

Printers and Multi-function Devices (MFDs)

USB Thumb Drives

Cluster Controller


Switches


LAN switch/Router

Servers



Who enters information into ServiceNow:

Individuals authorized access to the asset management module within ServiceNow are responsible for maintaining inventories for IT assets. However, it is the responsibility of the user to ensure that an authorized ServiceNow user is aware of any new devices or software that they receive or move.

ServiceNow Reference Material:

The Commonwealth Office of Administration maintains information about ServiceNow on the IT Central website. 

Exemptions from this Policy:

Cellular telephones and wireless data devices (e.g., Android & Apple devices) are not to be entered into ServiceNow at this time. Information regarding these devices is maintained by the program office point of contact for wireless devices.

The following items are not to be entered into ServiceNow:

Keyboards

Mice

Cables/cords

Desk phones

Headsets

IT related consumables (e.g., toner, maintenance kits, drums)
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