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1 Introduction

1.1 Purpose
This document intends to provide instructions for the process to request the Unified Security / Identity and Access Management (IAM) Teams for creation of new application roles.  Application teams and program offices are expected to follow the processes laid out in this document when they require new application roles, need to change existing roles, or wish to retire roles that will no longer be needed.

1.2 Scope

This document applies to every new and existing Enterprise(Program Office Job Function) role and Application Role.  DPW Program Offices, Application Teams, and Security Team are expected to refer this document for the processes required to create or modify Enterprise Roles and Application roles.
1.3 Glossary of Terms
Table 1 Glossary of Terms

	Acronym
	Definition

	RBAC
	Role Based Access Control

	USEC
	Unified Security

	IAM
	Identity and Access Management

	DPW
	Department of Public Welfare


2 Stakeholders

Table 2: Stakeholders
	Name

	Security Architecture Section , BIS

	Office of Income Maintenance 

	Bureau of Operations

	Office of Developmental Programs

	Office of Child Development and Early Learning


3 Role Creation and Maintenance
This section defines the processes and procedures for creation of new roles and modification of existing roles.
Target Audience: Application team members who have been tasked to develop new roles to support increased or changed functionality within their application. 
3.1 Role Definition Process

This process outlines the appropriate steps to be taken to create new role definitions. New role requests are typically initiated by organizational changes such as business, functional or system/application changes. The following steps are involved in the Role Definition Process:

1. Determine appropriate role definition
2. New Role Definition Request

3. Approval for Performance of Impact Analysis and Implementation Planning

4. Performance of Impact Analysis and Implementation Planning

5. Approval for Role Definition Implementation

6. Role Definition Implementation

These steps require review, analysis, and approval from various entities (detailed in this document). The Role Definition Process defines the current reflection of an organization’s business functions and system/application accesses within its defined roles.
3.1.1 Roles and Responsibilities
Table 3: Roles and Responsibilities
	Responsibilities
	Roles

	1. Provide guidance on and facilitate the Role Definition Process

2. Provide detail task level support for the Role Definition Process (impact analysis, implementation planning, and role implementation)
	USEC / IAM Team

	1. Complete a role definition request and submit the request for approval
	Application Team 

	1. Review and approve (or deny) the role creation request for performance of impact analysis and implementation planning
2. Review and approve (or deny) the role definition request for implementation based upon the results from the impact analysis
	Role Owner / Program Office

	1. Review and approve (or deny) the role maintenance request for implementation
	Application Owner or Grantor


3.1.2 Role Definition Process Flow
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Figure 1: Role Creation Process
Table 4: Detailed Process Description
	Steps
	Responsibilities
	Output

	A: Determine if the change requires a new role or if an existing role can be modified to accommodate the changes.  See Determining the Proper Role
	Application Team and Program Office
	Justification for Role Creation or Role Modification

	B: Fill out Role Request form and a Role Template
	Application Team / Program Office
	Completed Role Request form (1 total) and Role template (1 per Role)

	C: Perform an analysis of the proposed role and the impacts it would have on the environment
	USEC/IAM Team
	Role Impact Analysis findings documented in role request form

	D: Update the role request form with the results of the role analysis and submit to the Role owner for final approval
	USEC/IAM Team
	Role Request is completed, signed by USEC/IAM Team and submitted to the Program Office along with the Role.

	E: Implement the new Role
	USEC/IAM Team
	


3.2 Role Maintenance Process

This process outlines the appropriate steps to be taken to modify existing role definitions. Maintenance of roles is typically initiated by organizational changes such as business functional or system/application changes. These types of changes are common and require flexible role definitions. The Role Maintenance Process permits this type of flexibility. The following steps are involved in the Role Maintenance Process:

1. Role Maintenance Request

2. Approval for Performance of Impact Analysis and Implementation Planning

3. Performance of Impact Analysis and Implementation Planning

4. Approval for Role Maintenance Implementation

5. Role Maintenance Implementation

These steps require review, analysis, and approval from various entities (detailed in this document). The Role Maintenance Process defines the current reflection of an organization’s business functions and system/application accesses within its defined roles.
Table 5: Roles and Responsibilities
	Responsibilities
	Roles

	1. Provide guidance on and facilitate the Role Maintenance Process

2. Provide detail task level support for the Role Maintenance Process (impact analysis, implementation planning, and role maintenance implementation)
	IAM Team

	1. Complete a role maintenance request with guidance from the IAM Team and submit the request for approval
	Role Maintenance Requestor

	1. Review and approve (or deny) the role maintenance request for performance of impact analysis and implementation planning

2. Review and approve (or deny) the role maintenance request for implementation
	Role Owner

	1. Review and approve (or deny) the role maintenance request for implementation
	Application Owner or Grantor


3.2.1 Role Maintenance Triggers

Several events trigger the need to perform role maintenance including,
1. A new application in the Program Office

2. A change to an application or its roles

3. A prescheduled maintenance event (i.e. perform role maintenance biannually

4. A change to job functions
3.2.2 Role Maintenance Request Process Flow
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Figure 2: Role Maintenance Process
3.2.2.1 Role Maintenance Request Procedural Steps
Table 6: Detailed Process Description

	Steps
	Responsibility
	Output

	Determine what role maintenance is to be performed based on the business functional or system/application changes within the organization
	Role Maintenance Requestor
	N/A

	Perform an initial analysis on the appropriateness of the role maintenance (with the IAM Team if necessary)
	Role Maintenance Requestor
	N/A

	Document a business justification for the role maintenance request
	Role Maintenance Requestor
	N/A

	Prepare the role maintenance request; documenting what role, what maintenance, and what justification
	Role Maintenance Requestor
	Role maintenance request

	Submit the role maintenance request to the appropriate Role Owner for performance of impact analysis and implementation planning approval
	Role Maintenance Requestor
	N/A


3.2.2.2 Role Owner Review and Approval (or Denial) for Performance of Impact Analysis and Implementation Planning
The purpose of this procedure is to detail the steps taken to review and provide approval decisions for initiation of role maintenance impact analysis and implementation planning.
Table 7: Detailed steps for Approval
	Steps
	Responsibility
	Output

	Determine if the Role Maintenance Requestor is the appropriate requestor of a role maintenance request
	Role Owner
	N/A

	Review the role maintenance request based on the role and the need for the role maintenance
	Role Owner, USEC/ IAM Team 
	N/A

	Review the documented business justification of the role maintenance request
	Role Owner
	N/A

	Review the role maintenance request for proper alignment to business and security practices
	Role Owner
	N/A

	Provide an approval decision on the initiation of role maintenance impact analysis and implementation planning
	Role Owner
	Documentation of approval or denial of role maintenance impact analysis and implementation planning initiation

	If initiation of role maintenance impact analysis and implementation planning is denied, make necessary adjustments and initiate procedure again
	Role Maintenance Requestor
	N/A

	If initiation of role maintenance impact analysis and implementation planning is approved, proceed with role maintenance impact analysis and implementation planning (with the IAM Team)
	Role Maintenance Requestor
	N/A


4  Steps to Determine New vs. Modify Role
This section is intended to provide the application teams and the program office with the proper steps taken to determine if their application change requires creation of new roles or modification of existing roles.

1. Does the change to the application support new business functions or improvements/changes to existing functions?

2. Determine the user base that will most likely be assigned to these roles.  For example all Incident Management Case Workers or Clerical Supervisors might be assigned the new role.  It may be the case that the new application functions or roles will be used by multiple groups of users.  

3. Create and document proposed role definitions.  These will help the account administrators, access requestors and others interacting with the roles to determine their business functions.  The process to create these definitions will also help the application team and Program office to better design the roles to support the business.

4. Search through the existing roles (both application and job roles) to determine if the new accesses can be incorporated into any of the existing roles.

5. If the access can be incorporated into existing roles, follow the “Role Maintenance Process”

6. If the access will require a new role, follow the “Role Definition Process” 
5 Role Creation Request Form
Once the application team or Program Office has determined the expected need for a new role they should begin the Role creation request process by filling out and submitting a Role request form.

When received by the USEC/IAM Team, this form will form the basis for their decision to proceed with the role creation request.
Table 8: Role Creation Request Form

	Role Requestor Section 

	PRIVATE 
NAME OF PERSON REQUESTING ROLE:  

First Name:_________________             Middle Initial:____  
Last Name:________________________________

	REQUEST DATE:  ______/______/____________ (MM/DD/YYYY)                       

	TELEPHONE NUMBER:

Business Phone: (_____)______-_______
	SPONSORING DPW PROGRAM OFFICE:


	

	PROPOSED ROLE NAME:    PW-xxx-xxxxx

	Role Business Description:

Expected Users/User base for the role:



	Required Prerequisites

Have you searched all existing roles to determine if the accesses granted by this proposed new role can be incorporated?

 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No

Have you completed and attached the completed Role Template?

 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No



	
 REQUESTOR’S SIGNATURE______________________________________________________DATE________________________                                                                                                                                                                                                                                                        

	Unified Security / IAM Team Section 

	Does the Request contain all necessary prerequisite information and have the analysis steps been performed by the requestors?

 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No

Has the USEC/IAM Team finished Impact analysis testing with intended results?

 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No



	USEC/IAM Team Approval Signature __________________________________________________      DATE___________________            

	Program Office / Role Owner Section

	  
                                                                                        __________                                                              _____  

              ROLE OWNER’S  SIGNATURE                                                                     DATE        
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6 Role Maintenance Request Form
Once the application team or Program Office has determined that existing roles can be updated to include the new accesses/functionality they should create a role maintenance request form and submit it to the USEC/IAM Team for review.
Table 9: Role Maintenance Request Form

	Role Requestor Section 

	PRIVATE 
NAME OF PERSON REQUESTING ROLE MODIFICATION:  

First Name:_________________             Middle Initial:____  
Last Name:________________________________

	REQUEST DATE:  ______/______/____________ (MM/DD/YYYY)                       

	TELEPHONE NUMBER:

Business Phone: (_____)______-_______
	SPONSORING DPW PROGRAM OFFICE:


	

	Is this request for:

 FORMCHECKBOX 
Role Update 

 FORMCHECKBOX 
Role Deletion

	ROLE NAME(S):    PW-xxx-xxxxx



	ROLE MODIFICATIONS:

Role business description changes:

Business description of how this Application is used:

Access to be added:

Role grants access to which pages

Access to be removed:

Any other changes to the role:



	Required Prerequisites

Will this new access cause any segregation of duty issues within the role that is being updated?

 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No

Is it understood that the  updated accesses provided by this role will be given to all users assigned to it?

 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No

Have you completed and attached the updated Role Template(s)?

 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No



	
 REQUESTOR’S SIGNATURE______________________________________________________DATE________________________                                                                                                                                                                                                                                                        

	Unified Security / IAM Team Section 

	Does the Request contain all necessary prerequisite information and have the analysis steps been performed by the requestors?

 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No

Has the USEC/IAM Team finished Impact analysis testing with intended results?

 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No



	USEC/IAM Team Approval Signature __________________________________________________      DATE___________________            

	Program Office / Role Owner Section

	  
                                                                                        __________                                                              _____  

              ROLE OWNER’S  SIGNATURE                                                                     DATE        
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DEPARTMENT OF PUBLIC WELFARE



ROLE CREATION REQUEST/APPROVAL FORM


		Role Requestor Section 



		PRIVATE 
NAME OF PERSON REQUESTING ROLE:  


First Name:_________________             Middle Initial:____  

Last Name:________________________________



		REQUEST DATE:  ______/______/____________ (MM/DD/YYYY)                       



		TELEPHONE NUMBER:


Business Phone: (_____)______-_______

		SPONSORING DPW PROGRAM OFFICE:




		



		PROPOSED ROLE NAME:    PW-xxx-xxxxx



		Role Business Description:


Expected Users/User base for the role:






		Required Prerequisites

Have you searched all existing roles to determine if the accesses granted by this proposed new role can be incorporated?


 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No

Have you completed and attached the completed Role Template?


 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No






		
 REQUESTOR’S SIGNATURE______________________________________________________DATE________________________                                                                                                                                                                                                                                                        



		Unified Security / RBAC Team Section 



		Does the Request contain all necessary prerequisite information and have the analysis steps been performed by the requestors?


 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No


Has the USEC/RBAC Team finished Impact analysis testing with satisfactory results?


 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No






		USEC/RBAC Team Approval Signature __________________________________________________      DATE___________________            



		Program Office / Role Owner Section



		  
                                                                                        __________                                                              _____  


              ROLE OWNER’S  SIGNATURE                                                                     DATE        
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ROLE MODIFICATION REQUEST/APPROVAL FORM


		Role Requestor Section 



		PRIVATE 
NAME OF PERSON REQUESTING ROLE MODIFICATION:  


First Name:_________________             Middle Initial:____  

Last Name:________________________________



		REQUEST DATE:  ______/______/____________ (MM/DD/YYYY)                       



		TELEPHONE NUMBER:


Business Phone: (_____)______-_______

		SPONSORING DPW PROGRAM OFFICE:




		



		Is this request for:


 FORMCHECKBOX 
Role Update 


 FORMCHECKBOX 
Role Deletion



		ROLE NAME(S):    PW-xxx-xxxxx






		ROLE MODIFICATIONS:

Role business description changes:


Business description of how this Application is used:


Access to be added:

Role grants access to which pages

Access to be removed:


Any other changes to the role:






		Required Prerequisites

Will this new access cause any segregation of duty issues within the role that is being updated?


 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No


Is it understood that the  updated accesses provided by this role will be given to all users assigned to it?


 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No


Have you completed and attached the updated Role Template(s)?


 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No






		
 REQUESTOR’S SIGNATURE______________________________________________________DATE________________________                                                                                                                                                                                                                                                        



		Unified Security / RBAC Team Section 



		Does the Request contain all necessary prerequisite information and have the analysis steps been performed by the requestors?


 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No


Has the USEC/RBAC Team finished Impact analysis testing with satisfactory results?


 FORMCHECKBOX 
Yes  FORMCHECKBOX 
No






		USEC/RBAC Team Approval Signature __________________________________________________      DATE___________________            



		Program Office / Role Owner Section



		  
                                                                                        __________                                                              _____  


              ROLE OWNER’S  SIGNATURE                                                                     DATE        
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