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Office of Information Systems – Building Security Manual
Introduction

Building security seeks to prevent vandalism, destruction, and physical theft of materials, equipment, and information, and to provide safety to individuals in the building. It also protects the building itself from vandalism and from damage caused by fire, leaks in a roof, and other maintenance-related possible problems.

Failure to adhere to these responsibilities will necessitate his or her removal from the site.

Purpose

The purpose of this document is to provide rules and regulations that apply to DPW employees, contractors, and visitors to the Willow Oak Building.

Security Logs

Security maintains sign-in and sign-out logs for the following categories:
6 P.M. - 6 A.M. Log 

The security guard must ensure that personnel entering or visiting the site on weekends, holidays, and from 6 P.M. to 6 A.M. on a workday sign in and out. 
Commonwealth Visitor Log




The security guard must ensure that all Commonwealth visitors, temporary and training, sign in and out, between 6:00 A.M. and 6:00 P.M.
Non-Commonwealth Visitors Log




The security guard must ensure that all non-Commonwealth visitors, including contractors, maintenance, and family members sign in and out.
Regular Visitor – 6:00 A.M. to 6:00 P.M.



Regular visitors are representatives of private companies who frequently visit the Willow Oak Building. Security has an authorized list of regular visitors in the security office. Regular visitors must always sign in and out and proof of identification is required upon request. An escort is not required in areas that are not restricted. 

Missing Badges

All security guards on the second and third shift must check the badges for Contractors, Visitors, Temporary, and Maintenance Staff to confirm the return of all of those badges.
Family Members or Friends in Building
Family members or friends visiting the building complex must have authorization of the employee’s supervisor, or the contract staff person’s DPW supervisor. Contact the person's supervisor for authorization.
If the family member or friend wishes access to the building after the supervisor's work hours, or on weekends or holidays, the employee is responsible for signing in the family member or friend. If this occurs, you must include it in your daily activity log.
Fire
Procedure for Employees

1. Dial 9-911 and report the emergency.

2. Pull the fire alarm in the hallway.

Computer Room Procedure
If Smoke Triggers the Halon Smoke Detectors in the Computer Room 

1. The smoke detectors will sound the halon alarm bells and light the Computer Center Fire Alarm light on the CRP panel

2. The CRP panel alarm will sound 

3. Buildings 41, 42, and 43 fire alarm bells will ring
4. The alarm goes downtown to the Harrisburg Fire Department. 

Willow Oak Office Areas
When pull stations are activated in Buildings 41, 42, and 43, the alarm goes directly to the Harrisburg Fire Department. 

Fire Alarm Procedure
Follow the fire procedure posted on the wall in your area.
Bomb Threats
Reporting a Bomb Threat

Employees should follow the procedures on the orange PW 1172 card or in the Emergency Operations Manual.

Evacuation
Procedure

3. If an evacuation is ordered, it is accomplished by either sounding the fire alarm, or via the public address system. The security guard must open the main doors to the buildings being evacuated immediately.

4. The security guard must stay at your command post to assist in any duties that may be necessary during and after the evacuation.
Public Address System
Only Building Management may use the public address system to announce bomb threat evacuations.

Fire Alarm System

· The fire alarm is used to evacuate the building at nights, weekends, and holidays.
· The public address system does not include the main computer room.
Press Coverage
During bomb threats, the press (radio, TV, newspapers) sometimes wants a story about what happened. NO ONE SHOULD GIVE ANY INFORMATION TO THE PRESS, but refer all questions to the DPW Press Office in the Health and Welfare Building. 
Note: When the police arrive, the senior law enforcement officer on the scene is in charge. The security guard must always notify Harrisburg State Hospital Security of any bomb threats. 
Property Removal

An appropriate, completed, release form must accompany all boxes and packages going out of the building. The contents of these boxes and packages include Commonwealth property, such as manuals, expanding folders, books, calculators, or equipment of any type. The security guard must confirm that all Commonwealth property is returned unless it is being released to another DPW location. The property removal form is used for items being removed or released from the building by a DPW employee through the main entrance. This does not include items normally shipped out of the building as mail.
If a box or package must be sealed before removal and pick-up, the employee’s DPW supervisor must verify the contents of the box.

A list of DPW personnel authorized to sign for removal of PC software and other equipment is on file in the security office. In addition, there a list of Customer Engineers (CE's) authorized to remove equipment in the security guard office.

Right to Know Act – Hazardous Substances
The Worker and Community Right to Know Act, 1984-159 was signed into law in the fall of 1984. As the result of this Act, all hazardous substances and hazardous mixtures located in the building complex were inventoried and a Material Safety Data Sheet is on file in the Building Management Office.
Individuals located in the building complex may accept a delivery of these products, but, in order to remain in compliance with the Right to Know Act, Building Management must receive necessary data regarding the contents of the delivery.

Prohibition of Alcohol and Firearms on Hospital Grounds

Signs posted at all entrances to the Harrisburg State Hospital state that possession of alcohol, drugs, and firearms is prohibited. This applies to all employees, contractors, and visitors to the State Hospital complex.
Meetings

Security must be notified in writing, one day in advance, of any meetings or training that may include participants from DPW and/or outside of DPW, that is scheduled in the building complex. This notice will alert the security guard to expect visitors, so you can be knowledgeable of who will be authorizing these individuals, and whether or not individuals require an escort.

Visitors must pick up and return temporary parking passes at the Security Desk.

Following is a security form that individuals planning meetings in the Willow Oak Building with non-Commonwealth employees must complete. Give the form to security before the event, so the security guards can plan for the event and so they know who to contact when visitors arrive. The attendees that are non-Commonwealth employees should be escorted by security.

Security Notice

Training/Meetings
Date:



_____________________
Training/Meeting:

_____________________
Room Number:

_____________________
Contact Person:

_____________________
Telephone Number:
_____________________
Attendees


Department


Office
_____________________
______________________
__________________
_____________________
______________________
__________________
The attendees that are non-Commonwealth employees will be escorted by:
Name 
________________________
Bureau 
________________________
Division
________________________




Phone 
________________________
The attendees that are non-Commonwealth employees should be escorted by security.

Restricted Areas in Willow Oak Building

Employees with Limited Access to Restricted Areas

Not all restricted-area employees have access to the restricted areas 24 hours a day. If an employee who has limited access attempts to enter a restricted area outside of his or her authorized periods, an alarm will sound on the Gateway terminal. When the alarm sounds, the security guard must verify the cause of the intrusion alarm and record the access badge that caused the alarm on the daily activity log.
Employees with Limited Access inside the Restricted Areas

The badge-access area is set up in zones restricting some employees from entering the restricted area. If the security guard gets an intrusion alarm for an unauthorized person trying to enter a restricted area, he or she must record, on the daily activity log, the access badge that caused the alarm. 
Medical Emergencies

Medical emergencies
If a medical emergency occurs during DPW working hours, employees are responsible for contacting Dauphin County Control, using 9-911, when ambulance service is needed. After ambulance service has been requested, the designated person that contacted Dauphin County Control will contact building complex security. The designated person should inform security that an ambulance has been called, give his or her name and the building and room number where emergency service is needed.
Parking Lots
Employees, contractors, and visitors may park only in their designated areas, though anyone can park in Area C. There are four parking areas available to employees at the building complex:
5. Cherry Wood Building       
Area A (Front and Rear)
6. Willow Oak Building         
Area B (B Extension)
7. Sycamore Drive                 
Area C
8. Cherry Drive                       
Area D (Visitor's Lot)
Signs designate the various parking areas.
Security guards on all shifts will park in Area C.
Capitol Police and HSH Security, patrol the parking lots. The Capitol Police have the authority to ticket cars. In addition, Security will patrol the lot for all lost or stolen permits and cars that need to be removed, due to snow or other reasons.

Visitors must pick up and return temporary parking passes to the security desk in the Willow Oak Building. 

Fire Lanes

There are designated fire lanes. Everyone must keep fire lanes clear by not parking in them. 
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