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General:

Under Unified Security, the Computer Associates SiteMinder application serves as a gatekeeper for access to Web-based applications. The SiteMinder Agent sits on the Internet Information Server (IIS) and intercepts all attempts to access protected Web pages or related resources. Based on the user’s authentication and corresponding authorization level, access to the Web page or resource is permitted or denied. In the event that the access is denied, the user never touches the protected application or resource. 

The security inherent in this system causes an issue for service and monitoring requirements of Web applications. An application main or home page is never presented to the user unless the user has been successfully authenticated and authorized. This means that even minimal attempts to verify that the application is alive by attempting to access the introduction or login page will fail unless the user has proper credentials. Manual monitoring, automated monitoring (Concord), and other routine access attempts for service purposes are all affected by this tightening of security.

The purpose of this document is to describe the general roles and service accounts that will be set up to facilitate service and monitoring access to applications protected by the Unified Security system. These accounts will be used for routine monitoring and will have minimum access rights to the protected application.

Guideline:

Unified Security Overview

Within Unified Security, a protected resource may be a Web site, a Web page, or even an element (data record or field) within a Web page. Access to the application is based on the user’s assigned roles within the application.

Computer Associates SiteMinder resides on the IIS server in front of the application Web site and intercepts all access attempts to the application. Upon receiving an access request, SiteMinder obtains the user’s credentials either from a memory resident cookie on the user’s computer or by presenting the user with a login screen. Once the user is successfully authenticated, SiteMinder looks up the user’s access rights to the application based on his/her assigned role within the context of the application. If the user’s role is appropriate for access to the requested resource, SiteMinder will allow the user access to the resource.

Details on the Unified Security system may be found in Unified Security for Web Applications 
in the Human Resources Network (H-Net) Technical Standards and Policies Compliance Document, “Security Domain” section, “Unified Security” subsection, “Unified Security Architecture” sub-subsection.
Service Access Role

Access to protected resources within Unified Security is based on a user’s role within the application. 

A service access role of pw-ois-ops has been established within the Unified Security infrastructure. This role must be incorporated into the security structure of all protected applications. 

Holders of this role can access several Web pages within all Unified Security protected applications. These pages should display only non-secured information (for example, the welcome screen, a blank application screen, and so on, but not data extracts, reports, or any secured or private information). This access level should be read-only.

This role should be granted to users who need minimal access to an application to fulfill their job function (primarily the monitoring of the application). A user may be granted this role by submitting an application to the Department of Public Welfare (DPW) Security Officer. The role must be revoked when the user no longer requires such access due to a change in his/her job function or employment.

Note that this role applies to all Unified Security protected applications and is the minimum access required by DPW. Additional service access roles may be required and should be defined by the application management and developers in consultation with DPW’s Security Officer.

Service Access User Account

In order for automated monitoring functions to operate (for example, NetIQ, and so on) a service access user account of pw-ois-usr has been established in CWOPA. This account has been granted the pw-ois-ops role (defined above). The password for the account will be changed periodically upon recommendation of the DPW Security Officer. This password will be given to a new user when he/she submits an application to the DPW Security Officer to be granted this role.

Note that, because of the nature of the pw-ois-ops role assigned to this service account, users granted this role will have limited access to all Unified Security protected applications. Additional service access roles may be required and should be defined by the application management and developers in consultation with DPW’s Security Officer.
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