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Introduction

The purpose of this document is to identify the requirements and the business drivers for deploying a unified security directory service, describe the Directory Service technology, and provide a potential list of applications within DPW that could make use of such a unified directory service. This report also identifies the directory service solutions that are available in the industry and the alternatives to be considered for the implementation of a directory service solution.

The document is organized as follows:

· Background and Understanding – Provides a brief background of the unified directory service and its role in improving security and efficiency

· DPW Security Service - AS IS – Discusses the existing method of security services for doing user authentication and authorization

· Emerging Business Drivers & Technology Trends - Describes the emerging business and technology drivers that necessitate the need to streamline the security services and increase efficiency

· Directory Service Technology and Products – Defines a directory service and lists the major directory service product options that are in the market place.

· DPW Security services – TO BE – Defines the future of security services with implementation alternatives based on  ‘Directory Services’ that would address the needs of the emerging business drivers and technology trends

· Summary – Completes the analysis with a wrap-up

Background and Understanding

Department of Public Welfare is increasingly relying on networked computer systems to support distributed applications to serve the clients, business partners, and the employees. The distributed applications interact with systems on the DPW Local Area Network (LAN), within the Commonwealth of Pennsylvania Intranet, or on the Public Internet. To improve functionality, ease of use, security, and enable cost-effective administration of the distributed applications, information on the services, resources, users and other objects needs to be organized in a clear and consistent manner. Much of this information can be shared among many applications and this repository of critical information must be protected to prevent unauthorized modification or the disclosure of the private information. 

Most of the applications and productivity tools currently used by DPW, store user information and security profiles that are used for authentication and authorization within their own databases. As applications proliferate to support the business processes, increased administrative effort is required to maintain the myriad user account information databases on disparate systems. In addition, this also results in designing, developing and maintaining duplicative security systems for each of the application processes. From a user perspective, they are required to login to multiple systems with different login accounts, multiple times in a day, necessitating an equal number of sign-on dialogues, each of which may involve a different combination of user information and passwords. This results in lost productivity and a potential for compromise in security.

DPW Security Services – AS IS

This section explains the current state of security systems including the organization, design and deployment of the security processes across the different application processes within DPW. It also describes briefly the effort undertaken by the Office of Information Technology to define commonwealth level user authentication and authorization.

DPW User Registration, Authentication and Authorization

Application Specific Implementation - Each one of the applications developed and supported by DPW today has built-in security service that authenticates and authorizes users and protect data. Currently there are minimum standards for consistent application level implementation for these security services. So, each application has its own implementation of authenticating a user before allowing them access to the application. The user identification information, for example is typically a 4 – 8-character long user login name and the associated password information is stored in the same database as the application data, and in most cases with no encryption. Every time a new application developed, the developers need to design, develop, test and deploy a security function that performs user authentication and authorization. 
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Figure 1: DPW Applications – AS IS with independent security services

The following are some of the considerations as a result of the existing Security Service Model: 

· Expensive to administer – As the user database is designed as part of the application, it necessitates a process to register the users in the application and maintain this information on an ongoing basis. For each new application that is deployed there is an addition to the workload of security administrators to register users to the new database and maintain it. These many administrative islands prove to be cumbersome, expensive to maintain, and make the applications vulnerable for security breaches.

· Reduced User Friendliness - From a user perspective, they are required to login to multiple applications on a daily basis using different combinations of login names and passwords. The different combinations of the application specific user names and password pose a challenge for the users to remember them without recording this confidential information in one form or another and compromise security.

· Authorization - Applications provide authorization and access control based on user security profiles defined within each application. These user security profiles are application specific and the users are assigned their security profile at the time of user registration. The different ways of implementing the access controls within each application, and inconsistent security profile classifications make the business data vulnerable for unauthorized exposure.

Commonwealth of Pennsylvania Active Directory

Office of Administration/Office of Information Technology (OA/OIT) is currently implementing a commonwealth wide Directory Service using Microsoft’s Active Directory Architecture. This provides a common repository for network login user registration and role based authorization to the network resources. The exchange email service makes use of the Active Directory to authenticate the users eliminating the need for multiple logins

Emerging Business Drivers & Technology Trends

This section describes the emerging business drivers that necessitate evaluating options for better implementation of security services that can be consistently leveraged across multiple applications and program offices.  It also lists future security products that DPW may implement and the need of a Directory service for them. This section describes the business drivers identified under the Human Service Network assessment project, new policies and regulations, other emerging technology trends.

Human Service Network - Business Drivers

As part of the H-Net assessment, a list of business drivers were identified that impacted the Security component. This list of business drivers, as included in Appendix A provides the primary list of business requirements that necessitate a robust and flexible security architecture. The business drivers identified have a common security impact across the various business processes. Implementation of one of the options of a unified security directory service would provide a single repository for user registration information that would be enable the Human Service Network (H-Net) to effectively achieve the client, and business partner management objectives. 

Emerging Policies and Regulations

DPW handles sensitive and private data on a routine basis, in the form of health and income information of the residents of the Commonwealth. In an effort to adequately secure the sensitive data, departmental, state and federal regulations and guidelines exist and are updated regularly. Some of the emerging regulations, such as HIPAA (Health Insurance Portability and Accountability Act, also necessitate the need to examine the way users are authenticated and authorized to view the sensitive data. 

DPW handles data relating to Federal Tax Information (FTI) on a regular basis. The Internal Revenue Service (IRS) has guidelines on the access, use, transmission and protection of the sensitive FTI. Below is an excerpt of the IRS security guidelines on access and transmission of FTI.

The IRS policy for allowing access to systems containing FTI is:
· Authentication is provided through ID and password encryption for use over public telephone lines.

· Authentication is controlled by centralized Key Management Centers/Security Management Centers with a back up at another location.

Technology Trends 

The technology advancements and innovations embraced can better serve the Department’s needs by helping to reduce costs, reduce fraud, and provide organized access to business information. This section briefly explains two new security technology products that can help the department improve the overall customer service. The remainder of this section describes some of the emerging trends in technology like single sign-on systems and Public Key infrastructure that may serve the needs of the business.
Single Sign-On Systems

Single Sign-On (SSO) system enhances the overall security by automating access to authorized enterprise-wide applications and systems through a single login. This powerful solution eliminates the need for the users to remember multiple sign-on processes, user Ids, or passwords and improves productivity.Following are the key advantages of using a SSO system:

· Improved security through the reduced need for a user to handle and remember multiple sets of authentication information.

· Improved security through the enhanced ability of system administrators to maintain the integrity of user account configuration including the ability to inhibit or remove an individual user’s access to all system resources in a coordinated and consistent manner.

· Improved administrative efficiency as this system eliminates the need for configuring the user accounts in multiple systems and applications individually.

· Improved security through the ability to enforce stronger authentication mechanisms such as encrypted ‘Kerberos tokens’ between the SSO (or the underlying Directory Service) and the target systems or applications.

· Improved productivity as the time taken by users to login to multiple systems will be transparent with the SSO.
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Figure 2: Users login to multiple applications and systems using application/server specific user name, password combination
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Figure 3: User accessing multiple systems using a Single Sign-On system

The first step in implementing a Single Sign-On solution is to determine the implementation of one of the alternatives of a Unified Directory Service repository where the user authentication information is stored and maintained. This Directory Server could then be configured to hold the authorization and access level information in its directory for each user as well. 

Public Key Infrastructure 

Public Key Infrastructure is defined as the comprehensive system required for providing public-key encryption and digital signature services. The purpose of a public-key infrastructure is to manage keys and certificates. The digital certificates are going to become the primary authentication mechanism over the next few years. 

The digital certificate is the focal point of the PKI. The PKI needs a repository, to store the certificates, user registration information, etc. A directory service is deployed to function as the repository for PKI. So, implementing a security directory service would help in establishing one of the major components of the PKI.

Directory Services Technology And Products

Definition

Directory is a collection of information describing the various users, applications, files, printers, and other resources accessible from a network. A directory is a specialized database that has characteristics that sets it apart from general-purpose relational databases. 

One special characteristic of directories is that they are accessed (read or searched) much more often than they are updated (written). Because directories must be able to support high volumes of read requests, they are typically optimized for read access. Write access might be limited to system administrators or to the owner of each piece of information. A general-purpose database, on the other hand, needs to support applications with high update volumes. Because directories are meant to store relatively static information and are optimized for that purpose, they are not appropriate for storing information that changes rapidly. Further directories offer inter-operability standards making it possible for information exchange between two directories.

A directory service typically has two major components. The first is a database to store information, and the second is one or multiple protocols that enable users to access and store information. The database is often distributed across multiple machines and adheres to a series of rules that specifies the types of information that can be stored.

The following is a sample listing of the type of information stored in a Directory Service.

· Names, addresses and telephone numbers

· Email addresses

· Security information (passwords, digital certificates, public keys, access control information)

· Network and application configuration data

Standards

X.500 protocol suite

X.500 organizes directory entries in a hierarchal name space capable of supporting large amounts of information. It also defines powerful search capabilities to make retrieving information easier. Because of its functionality and scalability, X.500 is often used together with add-on modules for interoperation between incompatible directory services.

X.500 specifies that communication between the directory client and the directory server using the directory access protocol (DAP). However, as an application layer protocol, the DAP requires the entire OSI protocol stack to operate. Supporting the OSI protocol stack requires more resources than are available in many small environments. Therefore, an interface to an X.500 directory server using a less resource-intensive or lightweight protocol was desired.

Lightweight Directory Access Protocol (LDAP)

The Lightweight Directory Access Protocol (LDAP) is an open industry standard that has evolved to meet the needs of maintaining and accessing directories in a consistent and controlled manner, to provide a focal point for integrating a distributed environment into a consistent and seamless system. Born as a front-end of X.500 standard, LDAP is gaining wide acceptance as the directory access method of the Internet and is therefore also becoming strategic within corporate intranets. It is being supported by a growing number of software vendors and is being incorporated into a growing number of applications
Directory Enabled Applications

A directory-enabled application is one that uses a directory service to improve its functionality, ease of use, and administration. Today many applications make use of information that could be stored in a directory. Directory enabling the applications is an important step in using the directory service for providing security services such as authentication and authorization.
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Figure 4. Application programming Interface to the Directory Service

Directories are usually accessed using the client/server model of communication. An application that wants to read or write information in a directory does not access the directory directly. Instead, it calls a function or application-programming interface (API) that causes a message to be sent to another process. This second process accesses the information in the directory on behalf of the requesting application. The results of the read or write are then returned to the requesting application (Figure 4).

Directory Service Product Options

This section lists the various Directory Service products that are available in the market today and identifies some of the key features of the leading ones. 

The following is a list of products that provide the Directory Service functionality.

· Microsoft Active Directory (AD)

· Novell Directory Service (NDS) or eDirectory

· Netscape (Iplanet)  Directory Server (IDS)

· IBM SecureWay

· University of Michigan (Open LDAP)

· Innosoft (LDAP tools and Servers)

· Peerlogic, Control Data, Siemens, etc.

· Oracle Internet Directory (OID)
Of the above list the first four, namely the Microsoft AD, NDS, Netscape Directory Server and IBM SecureWay dominate the directory services market place due to their competitive, standards based, and feature rich offerings. 

The following table summarizes the information regarding these products by providing the key features, limitations and pricing information. 

	Product
	Key Features
	Limitation
	Pricing

	Netscape (Iplanet) Directory Server (IDS)
	Proven multi-platform support.

Leader of the Directory Services market.

Best third-party ISV (Independent Software Vendors) support.

Comes bundled with HP-UX, Solaris, etc.
	The IDS pricing model could become cost-prohibitive quickly for extranet usage.
	Per user pricing.

Can become expensive for large user base.

	Novell Directory Service (eDirectory or NDS)
	Proven Track Record.

Version 8 has good scalability and performance.

Available on all platforms. Has removed dependencies on the Netware Operating System.
	Still early to measure Novell's cross-platform strategy for NDS.

Novell has increases competition from Microsoft's new AD (Active Directory)
	Per user based licensing strategy. Can be expensive when deployed for Internet based applications supporting a very large user base.

	IBM SecureWay
	Proven DB2 reliability as the foundation architecture.

Tight integration with other IBM products such as WebSphere. Multi-platform availability.
	Unproven LDAP authentication and lookup performance.

Third party ISV commitment lacking.
	IBM SecureWay is a free product.

	Microsoft Active Directory (AD)
	Strong integration to Windows 2000 and has the potential to 

Multi-master mode replication. Strong model for enterprise implementation. Kerberos V5 implementation for authentication. Conforms to LDAP v3. 
	Unproven in large scale implementations. Runs only Microsoft platform. Access using proprietary APIs.
	Part of Microsoft Windows Server operating system.


Netscape (Iplanet) Directory Server (IDS)

Netscape’s Directory Server, is a part of Netscape Suite Spot products, combines the directory services for the various Internet services. Netscape Directory Server is a native LDAP implementation that supports LDAP Version 2 and Version 3 operations. Some of the features are:

· Supports referrals

· Uses either a native database or an external RDBMS

· Includes a tool that synchronizes Windows NT domain-based directories, (NT 3.51 and 4.0) including user, group and password information

· Supports flexible replication
· Stores ACLs with each entry for access security

Netscape directory Server is available for all major UNIX platforms and Windows NT. It comes with an SKD that allows a programmer to build directory-enabled applications.

Novell LDAP Services for NDS (eDirectory)

Novell Directory Services (NDS) is the directory service that comes with Novell’s NetWare network operating system (NOS). It’s latest version known as eDirectory, is available on multiple platforms. It has long been on the market and provides advanced directory services, some of which are not available in current LDAP services. With the addition of LDAP Services for NDS (which is otherwise a proprietary directory), Novell opened NDS in a way such that LDAP clients can access information stored in NDS. This was done in response to the fact that LDAP is emerging to a de facto standard for directory access.

IBM’s SecureWay

IBM’s SecureWay directory service is based on IBM’s proven DB2 database. Since, a directory is nothing more than specialized database, IBM has added LDAP interfaces to its well-known DB2 database and offers SecurewWay as a LDAP-enabled directory. 

 DB2’s proven scalability as a database has been IBM’s strength. A tight integration of the IBM SecureWay to other popular IBM solutions such as WebSphere, compliance to LDAP v3 and multi-platform availability have made this as one of the popular solutions. The product is free on all the platforms.

Microsoft Windows 2000 and Active Directory

Active Directory (AD) is Microsoft’s proprietary implementation of a directory service. Windows 2000 Active Directory (AD) replaces the Windows NT account database as the repository of user and account information. AD holds user, group, security information, policy information, digital certificates, and an array of additional objects. AD is extensible and can be used by third-party applications. AD conforms to the X.500 standard for global directories, and uses LDAP(v3) to enable inter-directory operability.

Windows 2000 can be configured so that all the are uniquely identified and authenticated before they can access any object. It provides authorization and audit capabilities for AD objects, files and folders, printers, services and registry keys. Access control can be at the discretion of the owner (i.e. discretionary access control or DAC). 

Windows 2000 uses Kerberos V5, a ticket-based mechanism for user authentication. A ticket, issued by a domain controller, is a set of identification data for authenticating a security principal. Tickets contain encrypted data that confirms the user’s identity to the requested service. Except for the initial log-on, using a user name and password (or smart card and PIN), the Kerberos authentication process is invisible to the user. Other platforms such as the various UNIX operating systems also support Kerberos authentication. In an appropriately configured environment, a user can use a Windows 2000 Kerberos ticket to authenticate to any of these platforms without being promoted for a password. 

Windows 2000’s implementation of Kerberos extends to encode ‘Authorization’ information within service access tickets, in an extensible “authorization data” field. This is clearly advantageous within a Windows 2000 environment, as it eliminates the need for resource to refer the domain controller for authorization information. 

DPW Security Services – TO BE

To effectively deploy and manage security services within existing applications and to address the needs of the emerging business drivers and embrace newer technology, DPW needs to consider using a method by which the security can be approached in a unified fashion. A unified directory service has the potential to consolidate all the user account information and other related attributes to provide authorization within an application. A directory service would provide a platform on which emerging technology solutions such as Single Sign-On (SSO), and Public Key Infrastructure (PKI) could be deployed. The rest of this section provides details on the two options that DPW can utilize to implement a security solution that meets the business and technical needs.

Alternative 1 – Use OA/OIT Active Directory Service 

Office of Administration/Office of Information Technology has implemented a directory service, implemented with Microsoft’s Active Directory. The OA/OIT Active Directory, also known as the CWOPA Active Directory, currently performs network login authentication and authorization for network resource usage for the users of the Commonwealth. OA/OIT also has plans to use this Active Directory as the directory service to support implementation of other security products such as PKI. 
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Figure 5: DPW Applications using CWOPA Active Directory Service

Advantages

· The CWOPA Active Directory is already installed. 

· The user database will be in a single repository and a part of it also exists today.
· DPW can leverage the commonwealth wide PKI that OA/OIT plans to implement.
Disadvantages
· Schema Changes – The process for changing the Active Directory schema needs to be defined and understood. It is important for DPW to be able to add attributes to enable DPW applications in order to use the CWOPA Active Directory for authorization. 

· DPW specific schema changes may impact all the other users registered in the Commonwealth Active Directory.
· DPW may still need to define accesses to individual processes at application level based on the individual application system.
Alternative 2 – Use Combination of new DPW Directory Service and OA/OIT Active Directory

DPW may evaluate, select, and implement a directory service using one of the four leading directory services products discussed in the ‘Directory Service Technology and Products’ section. 
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Figure 6: DPW Directory Service used with Commonwealth Active Directory

If this approach is used, the DPW specific directory service will complement the CWOPA Active Directory. The schema of the DPW security directory service can be designed so that the applications use both the DPW directory service and the CWOPA directory service. A combination of data replication from the CWOPA Active Directory to the DPW directory, and the use of the directory referral services will be deployed to effectively use both directory services. 

Advantages

· DPW has the flexibility to select the directory service product and customize the directory structure as per the requirements of the applications. 

· The schema changes that DPW implement will not impact the Commonwealth Active Directory.
· DPW could leverage the Commonwealth wide PKI that OA/OIT plans to implement.
· DPW can extend this to integrate the process specific security requirements that is prevalent in the individual application systems
Disadvantages

· Performance: Each application having to access two directory services may impact the performance. This concern could be addressed by a combination of selective replication of certain key attributes from the CWOPA Active Directory Service to the DPW directory service, and the use of token based authentication and authorization system that reduce the number of directory service lookups.

DPW Directory Service – Potential Target Applications

The following is a list of applications that have independent security services that are  built-in to the application:

Non-Unisys mainframe Applications that have Application specific Security Service component.

	Automated Interface Management System (AIMS)

	Data Processing Service Request (DPSR)

	Time Reporting 

	Time Manager

	Procurement (PROCIS)*

	Client Notice Reprint

	Automated Utilization Review (AUR)

	BFO Automated Posting System 

	Encounter Data Subsystem

	Gross Adjustment System

	PA Adoption Exchange

	Resource Status Reporting*

	Low Income Home Energy Asst Program (LIHEAP)*

	Data Warehouse Apps.

	PACWIS


* Applications in Development

List of Unisys mainframe Applications and tools that have Application specific Security Service component.

	MAMIS

	PACSES

	CIS

	MAPPER

	TIP

	DEMAND

	UNIACCESS


List of new applications being built using n-tier architecture that have Application specific Security Service component.

	New MAMIS

	COMPASS

	CCMIS

	OMR Core

	HSLIS

	ECM

	DPW Portal


Implementation Approach: The migration of the existing applications needs to be prioritized and taken up as a phased, and need based approach. DPW may even decide not to migrate certain existing applications due to incompatibilities or the effort needed to migrate them. The efficiencies that a directory service can bring forth will be leveraged by the new applications initially, before the existing applications can start to reap the benefits.

Summary

Directory Service opens up the potential to integrate the user authentication and authorization data that is spread across the systems and applications, in to one single repository. The applications that are being developed can leverage the availability of this centralized directory and avoid having to build these services individually. Particularly Today’s object based applications demand security at a reusable component or object level, which can be achieved securely and simply using a Directory Service.

With the Human Service Network (H-Net) as a strategic initiative to identify, support and realize opportunities for coordination, cooperation and integration across the various program offices within the Department of Public Welfare (DPW), there is a potential to modify, integrate and streamline a number of systems and applications that are administered managed as independent entities today. The unified directory service provides a common repository for security information that could then be shared across the multiple applications, resulting in better overall security and efficiency.

It is important to provide a Security framework that is transparent to the users and user-friendly. The Unified Security Directory is a step towards providing that functionality, at the same time protecting the resources and sensitive data with adequate security measures.

Next Steps

· Understand OA/OIT’s direction and scope of the Commonwealth wide Directory Service implementation and leverage components of that service in the DPW directory design. 

· Choose and Implement a Directory Services product. Identify and configurethe tools required to provide user-friendly administrative interfaces.

· Modify the DPW Technology Compliance document bfor the use of Directory Services for new applications within the Department.

APPENDIX A: 

Human Service Network Business Drivers

	
	Technical Infrastructure
	Network
	Security
	Application Development Methodology & Standards
	Application Development Framework
	Configuration Management
	Interfaces & Exchanges

	Client Management
	
	
	
	
	
	
	

	Client Registration
	
	
	
	
	
	
	

	Register Households
	
	
	Yes
	Yes
	Yes
	Yes
	

	Register Individuals
	
	
	Yes
	Yes
	Yes
	Yes
	

	Clear Individual
	
	
	Yes
	Yes
	Yes
	Yes
	

	Assign MCI
	
	
	Yes
	Yes
	Yes
	Yes
	

	Maintain Client Service History
	
	
	Yes
	Yes
	Yes
	Yes
	

	Conduct Eligibility Screening
	
	
	
	Yes
	Yes
	Yes
	

	Refer Clients for Service
	
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes

	Client Intake
	
	
	
	
	
	
	

	Apply for Services
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes
	

	Determine Eligibility / Entitlement
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes
	

	Client Case Management
	
	
	
	
	
	
	

	Conduct Assessment
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes
	

	Identify Services
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes
	

	Authorize Services
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes
	

	Service Delivery
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes
	

	Monitor Service Participation & Delivery
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes
	

	
	Technical Infrastructure
	Network
	Security
	Application Development Methodology & Standards
	Application Development Framework
	Configuration Management
	Interfaces & Exchanges

	Schedule Appointments
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes
	

	Maintain Individual Budgets
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes
	

	Dispute Resolution
	
	
	
	
	
	
	

	Register Appeals
	Yes
	
	
	Yes
	Yes
	
	

	Communicate to Stakeholders
	
	Yes
	Yes
	
	
	
	

	Track Hearings & Appeals Information
	Yes
	 
	Yes
	Yes
	Yes
	
	

	Communicate to Program Offices
	
	
	Yes
	Yes
	Yes
	
	

	Business Partner Management
	
	
	
	
	
	
	

	Business Partner Registration
	
	
	
	
	
	
	

	Register Business Partner
	
	
	Yes
	Yes
	Yes
	Yes
	

	Register Service Types & Location
	
	
	Yes
	Yes
	Yes
	Yes
	

	Clear Business Partner
	
	
	Yes
	Yes
	Yes
	Yes
	

	Assign MPI
	
	
	Yes
	Yes
	Yes
	Yes
	

	Maintain Business Partner Service History
	
	
	Yes
	Yes
	Yes
	Yes
	

	Refer Business Partner to Provide Service
	
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes

	Business Partner Intake
	
	
	
	
	
	
	

	Apply to Provide Services
	Yes
	
	
	Yes
	Yes
	Yes
	

	Validate Application
	Yes
	
	
	Yes
	Yes
	Yes
	

	Authorize Business Partner
	Yes
	
	
	Yes
	Yes
	Yes
	

	Business Partner Licensing
	
	
	
	
	
	
	

	Conduct Business Partner Background Check
	Yes
	Yes
	Yes
	
	
	
	

	Conduct Location 

Onsite Check
	Yes
	
	
	Yes
	Yes
	Yes
	

	Certify Business Partner

Service License
	Yes
	
	
	Yes
	Yes
	Yes
	

	
	Technical Infrastructure
	Network
	Security
	Application Development Methodology & Standards
	Application Development Framework
	Configuration Management
	Interfaces & Exchanges

	Monitor & Review Licenses
	Yes
	
	
	Yes
	Yes
	Yes
	

	Customer Relationship Management
	
	
	
	
	
	
	

	Customer Self-Service Management
	
	
	
	
	
	
	

	Provider Network Search
	Yes
	Yes
	
	Yes
	Yes
	Yes
	

	Cient Self-Service
	Yes
	Yes
	
	Yes
	Yes
	Yes
	

	Business Partner Self-Service
	Yes
	Yes
	
	Yes
	Yes
	Yes
	

	Contact Log
	
	
	
	
	
	
	

	Track Client Contact
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes
	

	Track Business Partner Contact
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes
	

	Track Customer Satisfaction
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes
	

	Referral & Routing
	
	
	
	
	
	
	

	Refer Clients
	Yes
	Yes
	Yes
	
	
	
	Yes

	Refer Business Partners
	Yes
	Yes
	Yes
	
	
	
	Yes

	Content Management
	
	
	
	
	
	
	

	Determine Need
	
	
	
	Yes
	Yes
	
	

	Develop / Revise Content
	
	
	
	Yes
	Yes
	
	

	Submit for Approval
	Yes
	
	
	Yes
	Yes
	
	

	Publish Content
	
	
	
	Yes
	Yes
	
	

	Financial Management
	
	
	
	
	
	
	

	Payment Processing
	
	
	
	
	
	
	

	Determine Payment Need
	Yes
	
	Yes
	Yes
	Yes
	Yes
	

	Issue Client Payment
	
	
	Yes
	Yes
	Yes
	Yes
	

	Issue Business Partner Payment
	
	
	Yes
	Yes
	Yes
	Yes
	

	Validate Payment Discrepancies
	
	
	
	Yes
	Yes
	Yes
	

	Reconcile Payment
	
	
	
	Yes
	Yes
	Yes
	

	Fund Accounting
	
	
	
	
	
	
	

	
	Technical Infrastructure
	Network
	Security
	Application Development Methodology & Standards
	Application Development Framework
	Configuration Management
	Interfaces & Exchanges

	Allocate Funds
	
	
	
	Yes
	Yes
	Yes
	

	Manage Funds
	
	
	
	
	
	
	

	Validate Fund Availability
	
	
	
	
	
	
	

	Generate Reports
	
	
	
	
	
	
	

	Reconcile Funds
	
	
	
	Yes
	Yes
	Yes
	

	Investigation & Recovery
	
	
	
	
	
	
	

	Initiate Investigation Request
	
	
	
	Yes
	Yes
	Yes
	

	Conduct Investigation
	
	
	
	Yes
	Yes
	Yes
	

	Initiate Recovery Process
	
	
	
	Yes
	Yes
	Yes
	

	Initiate Legal Action
	
	
	
	Yes
	Yes
	Yes
	

	Collect Recovered Amount
	
	
	
	
	
	
	

	Reconcile Recovery Amount with Investigation Requestor
	
	
	
	Yes
	Yes
	Yes
	

	Information Management
	
	
	
	
	
	
	

	Information Delivery
	
	
	
	
	
	
	

	Reporting 
	Yes
	
	Yes
	Yes
	Yes
	 
	Yes

	Statistical Analysis
	Yes
	
	Yes
	Yes
	Yes
	 
	Yes

	Information Exchanges
	
	
	
	
	
	
	

	Federal Agency Exchanges
	
	Yes
	Yes
	
	
	
	Yes

	Inter-State Exchanges
	
	Yes
	Yes
	
	
	
	Yes

	Inter-Agency Exchanges
	
	Yes
	Yes
	
	
	
	Yes

	Inter-Program Office Exchanges
	
	Yes
	Yes
	
	
	
	Yes

	County Exchanges
	
	Yes
	Yes
	
	
	
	Yes

	Third Party Exchanges
	
	Yes
	Yes
	
	
	
	Yes

	Inter-County Exchanges
	
	Yes
	Yes
	
	
	
	Yes

	County - Third Party Exchanges
	
	Yes
	Yes
	
	
	
	Yes

	
	Technical Infrastructure
	Network
	Security
	Application Development Methodology & Standards
	Application Development Framework
	Configuration Management
	Interfaces & Exchanges

	Quality Management
	
	
	
	
	
	
	

	Define Program Objectives
	
	
	
	
	
	
	

	Conduct Needs Assessment
	
	
	
	
	
	
	

	Review Background Information
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