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General:

In the past, as a new Web application was developed and brought online in The Department of Public Welfare (DPW), the rule was to implement a security scheme specific to the new application. This often involved the construction of a private database of users with associated accounts and authorization information that was specific to the new application. There are now a number of such disparate, redundant security systems for various DPW Web applications. 

Creating and using a unique security scheme for each application requires a higher amount of account maintenance than using a single unified security scheme that provides security for all applications. Using unified security, account maintenance is significantly lower for both the application administrators and users. 

Unified Security lessens the administrative and user overhead by:

· Removing the authentication and authorization functionality from the application itself to a central repository and coding module.

· Providing a reusable set of security modules to enable authentication and authorization functionalities, standardizing the security aspects of applications and removing the need for developers to re-invent the wheel with each new application.

· Implementing a single sign-on system whereby a user, once authenticated to one application, will not need to re-authenticate when accessing another.

· Reducing the need for multiple usernames and passwords.

· Providing a single point of user security administration for the program offices.

The purpose of this document is to provide an overview of the implementation of SiteMinder Unified Security for Web applications. It outlines recommendations and best practices for marrying a Web application with SiteMinder.

Guideline:

Unified Security

DPW has initiated a Unified Security program to attempt to reduce the overhead inherent in implementing unique security for each custom Web application. After determining DPW’s needs and reviewing several candidate products, Computer Associates’s SiteMinder was chosen as the standard for Unified Security. 

Computer Associates interfaces with the Commonwealth of Pennsylvania’s Active Directory user repositories, PA.LCL (which is CWOPA) and PWMUSER (business partner AD). It provides gatekeeper-type, fine-grained access control to Web applications. 

Access control is based on user groups and/or roles. Differing levels of authentication (single-factor, two-factor, and so forth) can be enforced on a page-by-page basis for Web-accessible applications. User management can be delegated to the appropriate program office staff. Details on the SiteMinder Implementation can be found in the H-Net Unified Security Standards Document and on the Computer Associates Web site.

The remainder of this document will outline general recommendations and best practices for implementing SiteMinder in a Web-based application.

Computer Associates Overview

Figure 1 illustrates the basic components of the SiteMinder system.

Figure 1: Computer Associates components
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As seen in Figure 1, SiteMinder serves as a gatekeeper, interposing itself between the user and the Web application. This simplifies the architecting of the application by providing for a common authentication and authorization mechanism across all applications and by eliminating the need for each application to develop and maintain its own such mechanism.

If an application resource is deemed protected, either explicitly or implicitly through the use of wildcards, SiteMinder challenges a user attempting to access the resource. The first time (within a given browser session) a user attempts to access a protected resource, SiteMinder asks the user to login with username and password (at a minimum). Once the user is successfully authenticated, SiteMinder places an encrypted, memory resident cookie on the user’s browser that will be used for subsequent authentications, eliminating the need for the user to continually login as he/she moves from one protected application to the next.

After the user is authenticated SiteMinder determines the user’s access role or rights. If they are valid for access to the resource in question, the user’s request is passed on to the application. Otherwise, the user is denied access to that portion of the application. 

In addition, user attributes such as country code, site information, and so on, can be retrieved from the user’s entry in the authentication and authorization data stores and passed to the application in the form of HTML headers. This makes information available to the application that it may use in its business logic.

A more detailed discussion on SiteMinder can be found in the H-Net unified security standards document.

Role-Based Access

One of the basic tenants of SiteMinder is that access rights to protected resources are based on roles or groups. Individuals are granted or denied access by their role, not by their username. The use of role-based access simplifies security implementation, as there are many fewer roles than there are users of an application.

Typically, roles are created for basic user functions…read (inquiry), write/update, administration, and so on. These roles are determined as a part of the application architecture process and form a part of the foundation on which the actual code is developed. Users are assigned a role based on their job functions. A user may be assigned more than one role if necessary.

There is a table of rules within SiteMinder that marries protected resources with one or more roles. This is what is used to grant or deny a user’s access. Access is granted based on the roles assigned to that user. Depending on the number of protected resources in an application and the number of roles in an application, this table can be substantial in size.

When determining the various roles needed for an application, one should look at the job functions being performed by the application users. The number of roles should be kept to a minimum and as general as possible, keeping in mind that a given user may be assigned more than one role. For example, if you have a Read role and a Write role, you probably do not need a third, Read/Write, role.

To take this further, if the application’s business logic requires decisions based on, for example, user demographic information such as County, one would not want to create roles such as Read-Dauphin, Read-Cumberland, Read-Erie, and so on. In cases such as this, a Read role would be created and assigned to users. SiteMinder would retrieve the County information from the user’s record in the Authentication or Authorization databases and pass it into the application as a part of the HTML header. The application would then apply whatever internal logic is appropriate, for example, restricting a caseworker from Dauphin County from viewing cases from Erie County.

Efficiency/Response Time

The Unified Security is a critical infrastructure system. It has been created to provide for redundancy, failover, and loadsharing. In addition, both credentials and authorization information are cached by various elements of the system in order to increase performance and throughput. Details can be found in the H-Net unified security standards document and on the Computer Associates Web site.

Despite the high-availability architecture of the Unified Security system, the application programmers must be aware that there may be performance issues. Every call between the Web agent and the Policy server results in some sort of activity…checking cookies, verifying credentials, checking authorization, retrieving user information, and so on. This generally involves accessing external LDAP (Active Directory) data files. While each such call is typically very fast, the sum over many of such calls may be noticeable to the end-user.

A single Web page may be comprised of multiple elements (multiple graphics images, Active Server Pages (ASP), and so on). If each of these elements is designated as being protected the Web agent will intervene each time one of those elements is rendered to the end user. This may result in multiple calls to the SiteMinder Policy Server. As a general rule, it is advisable to limit the granularity of protection to the page level, going further only if needed. Also, if all users who are permitted access to the application can gain access to a given resource, for example, the logout page, it may not be necessary to explicitly protect that page.
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