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Port Assignments for Commonly Used Services on Windows 2000 Operating System
Introduction

There are many services associated with the Microsoft® Windows® 2000 operating system. Each service may require more than one Transmission Control Protocol (TCP) or User Datagram Protocol (UDP) port for the service to work. 

Purpose

The purpose of this document is to list the services associated with the Windows 2000 operating system and show the default TCP and UDP port(s) used by each service.

Document Change Log 

	Change Date
	Version
	CR #
	Change Description
	Author and Organization

	06/29/01
	1.0
	N/A
	Initial creation
	Deloitte Consulting

	08/29/02
	1.1
	00AX
	Edited for style
	Beverly Shultz

Diverse Technologies Corporation / Deloitte Consulting


Default UDP/UCP Ports Used by Each Service

The following table shows the default UDP and TCP port(s) used by each service associated with the Windows 2000 operating system. 

	Service Name
	UDP
	TCP

	Browsing datagram responses of NetBIOS over TCP/IP (NetBT)
	138
	

	Browsing requests of NetBT
	137
	

	Client/Server Communication
	
	135

	Common Internet File System (CIFS)
	445
	139, 445

	Content Replication Service
	
	560

	Cybercash Administration
	
	8001

	Cybercash Coin Gateway
	
	8002

	Cybercash Credit Gateway
	
	8000

	Distributed Component Object Model (DCOM) (SCM – (Service Control Manager) uses UDP/TCP to dynamically assign ports for DCOM)
	135
	135

	Domain Name System (DNS) client to server lookup (varies)
	53
	53

	DNS Administration
	
	139

	Dynamic Host Configuration Protocol (DHCP) client
	
	67

	DHCP Manager
	
	135

	DHCP server
	
	68

	Exchange Administrator
	
	135

	Exchange Server 5.0
	
	

	File shares name lookup
	137
	

	File shares session
	
	139

	File Transfer Protocol (FTP)
	
	21

	FTP-data
	
	20

	Hypertext Transfer Protocol (HTTP)
	
	80

	HTTP-Secure Sockets Layer (SSL)
	
	443

	Internet Information Services (IIS)
	
	80

	Internet Key Exchange (IKE)
	500
	

	Internet Message Access Protocol (IMAP)
	
	143

	IMAP (SSL)
	
	993

	Internet Protocol Security (IPSec) Authentication Header (AH)
	
	

	IPSec Encapsulating Security Payload (ESP) 
	
	

	Internet Relay Chat (IRC)
	
	531

	ISPMOD (SBS 2nd tier DNS registration wizard)
	
	1234

	Kerberos de-multiplexer
	
	2053

	Kerberos klogin
	
	543

	Kerberos kpasswd (v5)
	464
	464

	Kerberos krb5
	88
	88

	Kerberos kshell
	
	544

	Layer Two Tunneling Protocol (L2TP)
	1701
	

	Lightweight Directory Access Protocol (LDAP)
	
	389

	LDAP (SSL)
	
	636

	Login Sequence
	137, 138
	139

	Macintosh, File Services (AFP/IP)
	
	548

	Membership DPA – (Distributed Processing Architecture)
	
	568

	Membership MSN
	
	569

	Message transfer agent (MTA) - X.400 over TCP/IP
	
	102

	Microsoft Chat client to server
	
	6667

	Microsoft Chat server to server
	
	6665

	Microsoft Message Queue Server
	1801
	1801

	Microsoft Message Queue Server
	3527
	135, 2101

	Microsoft Message Queue Server
	
	2103, 2105

	NetBT datagrams
	138
	

	NetBT name lookups
	137
	

	NetBT service sessions
	
	139

	NetLogon
	138
	

	NetMeeting Audio Call Control
	
	1731

	NetMeeting H.323 call setup
	
	1720

	NetMeeting H.323 streaming RTP - (real time protocol) over UDP
	Dynamic
	

	NetMeeting Internet Locator Server (ILS)
	
	389

	NetMeeting RTP - ( real time protocol) audio stream
	Dynamic
	

	Remote Authentication Dial-In User Service (RADIUS) authentication (Routing and Remote Access)
	1645 or 1812
	

	RADIUS accounting (Routing and Remote Access)
	1646 or 1813
	

	Remote Install TFTP – (Trivial File Transfer Protocol)
	
	69

	Remote procedure call (RPC)
	
	135

	RPC client fixed port session queries
	
	1500

	RPC client using a fixed port session replication
	
	2500

	RPC session ports
	
	Dynamic

	RPC user manager, service manager, port mapper
	
	135

	Service Control Manager (SCM) used by DCOM
	135
	135

	Simple Mail Transfer Protocol (SMTP)
	
	25

	Simple Network Management Protocol (SNMP)
	161
	

	SNMP Trap
	162
	

	Structured query language (SQL) Named Pipes encryption over other protocols name lookup
	137
	

	SQL RPC encryption over other protocols name lookup
	137
	

	SQL session
	
	139

	SQL session
	
	1433

	SQL session
	
	1024 - 5000

	SQL session mapper
	
	135

	SQL TCP client name lookup
	53
	53

	Telnet
	
	23

	Terminal Services
	
	3389

	UNIX Printing
	
	515

	Windows Internet Name Service (WINS) Manager
	
	135

	WINS NetBT name service
	137
	

	WINS Proxy
	137
	

	WINS Registration
	
	137

	WINS Replication
	
	42

	X400
	
	102


Glossary

The following terms and definitions are from the Microsoft Press Computer Dictionary, Third Edition.

Datagram

n. One packet, or unit, of information, along with relevant delivery information such as the destination address, that is sent through a packet-switching network. See also packet switching.

Packet switching
n. A message-delivery technique in which small units of information (packets) are relayed through stations in a computer network along the best route available between the source and the destination. A packet-switching network handles information in small units, breaking long messages into multiple packets before routing. Although each packet may travel along a different path, and the packets composing a message may arrive at different times or out of sequence, the receiving computer reassembles the original message. Packet-switching networks are considered to be fast and efficient. To manage the tasks of routing traffic and assembling/disassembling packets, such a network requires some "intelligence" from the computers and software that control delivery. The Internet is an example of a packet-switching network. Standards for packet switching on networks are documented in the CCITT recommendation X.25.

Transmission Control Protocol (TCP)

n. The protocol within TCP/IP that governs the breakup of data messages into packets to be sent via Internet Protocol (IP), and the reassembly and verification of the complete messages from packets received by IP. TCP corresponds to the transport layer in the ISO/OSI model.

User Datagram Protocol (UDP)

n. The connectionless protocol within TCP/IP that corresponds to the transport layer in the ISO/OSI model. UDP converts data messages generated by an application into packets to be sent via IP but does not verify that messages have been delivered correctly. Therefore, UDP is more efficient than TCP, so it is used for various purposes, including SNMP; the reliability depends on the application that generates the message.




