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General:

The Department of Public Welfare (DPW) has selected the Concord “eHealth” family of tools as its standard for network and application performance monitoring. The system is produced by Concord Communications, a subsidiary of Computer Associates Inc., and is marketed by Verizon Communications.  While the Concord suite is composed of many modules, DPW selected the following three:

· Service Management
· Network Management
· Application Performance Management
While there are other performance tools in use within DPW, the Concord product is DPW’s official standard.

The purpose of this document is to provide standards, operating procedures and best practices for network and application performance monitoring.

Guideline:

Network and Application Performance Monitoring

Service Management

Concord’s Service Management module allows IT Administrators to better monitor and control key business transactions of the organization. The key component of this module is their Business Service Console (BSC), which maps key business services (applications) to the managed IT infrastructure and provides a real-time, end-to-end view of the performance of these services from the standpoint of the user experience.

Throughout the day, an Administrator can monitor activity and status of applications, systems, or networks with a scrolling “ticker” in the upper border of the desktop.
Network Management

The Network Management module of Concord allows IT Administrators to monitor the health of network devices such as a router, switch, or system CPU. The system obtains performance data by polling the Management Information Base (MIB) of the device using Simple Network Management Protocol (SNMP). Typical parameters being monitored include bandwidth utilization, data transmission errors, and network latency.

The data is housed in a database on the Verizon server and is available to be accessed to create numerous management reports. The status of a device associated with a given application can be seen in the BSC on a color-coded, real time basis.

Application Performance Management

Concord employs an agent which is installed on the desktop and monitors application response
time the end user is experiencing. Since most of DPW’s applications are web-based, the application can usually be defined by the URL of the host and the port through which it is passing.

DPW has chosen a 10% sampling scheme for agent deployment. This means that a site with 100 machines would have 10 agents deployed on 10 of the “heavy hitter” users. To date, DPW has deployed 1,753 agents with a total of 2,500 being available with licenses from Verizon.

The data collected by these agents are also stored in the Verizon database and can be used to generate myriad management reports. A typical report would show total application transaction response time broken down by time spent in the desktop, time spent on the network, and time spent in the server.
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