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General:
This checklist provides a list of the considerations for Security to be used on a new application.  This checklist can be used for tracking that the appropriate requirements have been considered.

The purpose of this document is to track the appropriate Security Requirements.

Guideline:
Security Requirements

Perform these steps and indicate who assessed the requirement and the date of its completion.

	Requirements
	PERSON
	DATE Addressed

	Define internet access requirements
	
	

	Determine whether there will be users outside the DHS network who need to have access to applications or data
	
	

	Determine if encryption is required (if user access to data or data transfer is needed). Reference Data Classification Standard
	
	

	Determine if two-factor authentication is required.
	
	

	Determine whether a web application is involved
	
	

	Determine if web site needs to be front-ended by ISA Server
	
	

	Determine the mode of an ISA Server - Web Publishing or Server Publishing.
	
	

	Complete and Submit OA/OIT CA 2 – “Commonwealth Application Certification and Accreditation”.
	
	

	Determine whether Database accounts are needed for individuals or the application.
	
	

	Determine whether service accounts are required
	
	

	Determine if specific security permission are required for software products and/or those administering the products
	
	

	Determine if an Unified Security interface is required, where users accounts reside, and who manages them
	
	

	Determine whether an interface to an outside system or domain, and a trust are required
	
	


Refresh Schedule:
All guidelines and referenced documentation identified in this standard will be subject to review and possible revision annually or upon request by the DHS Information Technology Standards Team. 
Guideline Revision Log:

	Change Date
	Version
	Change Description
	Author and Organization

	12/17/2002
	1.0
	Initial creation.
	Momentum

	04/04/2003
	1.0
	Comply with DPW Technical Standards 
	DCSS – Process Section

	02/15/2005
	1.0
	Reviewed content – No changes
	DCSS – Process Section

	01/05/2007
	1.0
	Reviewed content – No changes
	PMO-DCSS

	08/13/2008
	1.1
	Reviewed content and edited style
	PMO

	01/24/2011
	1.2
	Reviewed content and updated a link
	DEPPM

	04/28/2015
	1.3
	Changed DPW to DHS
	DEPPM


Security Requirements Checklist.doc

Page 2 of 2

