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Server Configuration Standards

Introduction

Servers in the Department of Public Welfare (DPW) enterprise network are configured according to standards set by DPW. Compliance with these standards helps ensure optimal network management and server administration. 

Purpose

The purpose of this document is to detail server configuration standards followed at DPW.

Server Platforms
Server configurations vary depending on intended use (file/peripheral sharing, application or database services, and so forth), and the number of concurrent users. POSNet supports Microsoft Windows 2000 Server and Advanced Server as standard server operating systems. All servers acquired for use within POSNet must be certified by Microsoft.

Network Server Requirements
All network servers, domains and workgroups, and domain resources, by function and definition, are network components, and therefore are subject to standards established under the Governor’s Office of Administration’s (GOA) Office of Information Technology’s (OIT) and Department of Public Welfare’s (DPW) H-NET standards. The following standards govern Windows domain structure, naming conventions, and server requirements.

Network Server Configuration
Server configuration has a direct impact on the performance of both the machine and the network. Therefore, DPW requires that OIS conduct a technical review of all proposed server acquisitions. During the review, OIS evaluates whether or not the amount of memory, size and configuration of hard drives, and CPU requirements are sufficient to support the proposed use. To aid in this review, supporting documentation should include the estimated number of users who will be accessing the machine, and how the machine will function--file and print server, application server, domain controller, and so forth.

Requests for technical reviews should be forwarded to the Chief, Network Services Section, Systems Engineering Division.  

Server Configuration Checklist


All servers brought on-line in the production network environment are configured so they are in compliance with existing GOA and Human Service Network (H-Net) technical standards, following the OIS Server Configuration Checklist. This also helps insure that server technicians apply the latest service packs and hot fixes to servers. The checklist is a living document that provides standard configuration settings for hardware, various components of the Network Operating System, and BackOffice applications. Anyone using the checklist may contact Network Operating Systems to verify pending changes to published versions. Anyone needing the OIS Server Configuration Checklist should contact Network Operating Systems.

Network Server Hardware and Application Software Certification

All server hardware, as well as application software hosted on the server, must be certified for the current DPW standard network server operating systems software, such as Windows 2000 Standard, Advanced, or Datacenter Server.

Requests to Set Up Servers

Offices needing help setting up servers may request OIS BTE to configure servers to ensure compliance with current standards. Forward related requests to the Chief, Network Services Section, Systems Engineering Division. The office needing the server set up is responsible for shipping the server to DPW’s Willow Oak Building on the Pennsylvania State Hospital grounds, and if local to the Harrisburg area, the office is also responsible for transporting the server back to the office upon completion of the server set up. OIS will ship the server to remote sites outside the Harrisburg area.

Windows Logical Networking – DPW’s Domain Structure
The domain model adopted by DPW, defined by Microsoft, is the master domain model. In a master domain model, trusts are established between domains to give users in one domain access to resources in another domain.

Figure 1: DPW Domain Structure
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Figure 1 illustrates the current DPW domain model. The DPW Resource domain contains all department-level server resources (except those managed by OIM and OMAP). These servers include the WINS and DNS servers, department application and development servers, file and print servers, and top-level SMS servers. To make resources available among DPW domains, there are trusts from the resource domain to the OMAP and OIM domains.

Above the DPW domain is the Commonwealth of Pennsylvania (CWOPA) domain. All user accounts reside in that domain. Because of the migration of user accounts to the CWOPA domain, DPW will reduce the number of domains it supports to a single resource domain. Subsequent to the migration of user accounts, DPW will migrate from a NT 4.0 domain model to a Windows 2000 Active Directory domain model. Under this model, offices that previously managed non-user-account server resources in an NT 4.0 domain environment will continue to be able to do so through Active Directory Organization Unit (OU) containers. Furthermore, the ability to manage network resources will more easily extend to DPW offices and sites that did not have their own domains before the migration to Active Directory.

Naming Conventions
A convention for naming servers, workstations, printers, and other components that affect a network environment globally is essential. In an enterprise network spanning a wide area, management of network components is distributed. In a Windows 2000 Active Directory environment, names must be unique. To manage a computer network successfully, following well-designed conventions is imperative. This allows administrators to logically name the various network components in a way that will comprise inherent and implicit information. The availability of such information is critical for support of online systems management applications, which require the ability to filter, based on component names.  

Public Welfare Server Naming Convention 
A convention for naming servers and other components that affect a network environment globally is essential. In an enterprise network spanning a wide area, management of networks is distributed. In order for people to work together and manage a computer network successfully, it is imperative that they follow well-designed conventions. Naming conventions is one of the important factors in successful network management. It allows administrators to logically name the various network components without consultation with a central authority. The DPW naming convention design is such that the names of components comprise inherent and implicit information useful in saving time and effort during administration.

Server Name Structure
The name of NT servers should comprise the following structure OOLLLAAANN. See the Table 1: NT Server Name Structure for description of the structure. 

Table 1: NT Server Name Structure
	Code
	Description
	Length

	PW
	Public Welfare
	2 characters

	OO
	Office Name
	2 characters

	LLL
	Location (City/Town name)
	3 characters

	AAA
	Primary application
	3 characters

	NN
	Ordinal number (01 - 99)
	2 digits


OO – 2-character Office Name
This indicates the office to which the server belongs.

Executive Office:



EX

Office of Income Maintenance:

IM

Office of Medical Assistance:


MA

Office of Children Youth and Families:
CY

Office of Metal Retardation:


MR

Office of Social Programs:


SP

Office of Policy Evaluation & Development:
PD

Office of Administration:


AD

Office of Information Systems:

IS

Other offices that may be set up in future will be added to the list. 

LLL – 3-character Location (City / Town name)
This indicates the city or town in which the server is located.

Allentown:
 

ALN

Altoona:


ALT

Clarks Summit:

CLK

Danville:


DAN

Ebensburg:


EBN

Harrisburg:


HBG

Hamburg:


HAM

Mayview:


MAY

Philadelphia:


PHL

Pittsburgh:


PBG

Scranton/Wilkes Barre:
SWB

Selinsgrove:


SGR

South Mountain:

SMN

Norristown:


NOR

Polk Center:


PLK

Torrance:


TOR

Erie:



ERI

Warren:


WAR

Wernersville:


WER

White Haven:


WHN
This list must be further developed for each town or city that DPW has an office. The list will contain a unique set of codes for each location and will be published. Location codes for DPW's offices may already exist, and, if so, that list must be used instead of generating another duplicate list.

AAA – 3-character Primary Application
This indicates the primary application for which the server used.

File and Print Services Server:

FPS

Microsoft Exchange Server:


XXX

Microsoft SQL Server:


SQL

Microsoft Systems Management Server:
SMS

Microsoft SNA Server:


SNA

Microsoft Internet Information Server
:
IIS

Microsoft Proxy Server:


PXY

MS Internet Security & Acceleration Server:
ISA

MS Transaction Server:


MTS

Microsoft Key Management Server:

KMS

Oracle:





ORC

Training Server:



TRN 

Development Server:



DEV

Component Object Model Server:

COM

InfraStructure Server:



IFR

FTP Server:




FTP

Message Queuing Server:


MQS

Video Teleconferencing Server:

VTC

Research and Development Server:

RND
This list must also contain a unique set of codes that is distributed after consolidation.

NN – 2-digit Serial Number
This indicates the ordinal number of the server's application. Thus, this number works in combination with the server's primary application code. For instance, if an office were to have two servers for file and print services, then the first server would be OOLLLFPS01 and the second server would be OOLLLFPS02. 

Server Name Examples
PWIMHBGSQLXX:
Second SQL server of OIM at Harrisburg

PWMAHBGFPSXX:
First file & print server of OMA at Harrisburg 

PWISHBGFPSXX:
Second file & print server of OIS at Harrisburg

PWISHBGSMSXX:
First SMS server of OIS at Harrisburg

PWADHBGROSXX  
First DPW reimbursement server at Harrisburg
Deviations to Naming Convention
Network managers will apply the naming convention henceforth to all new servers added to the network, and will rename servers not in compliance with the naming convention to meet the standard.  

Questions
Address questions related to the server-naming standard to the Chief of the Network Operating Systems Section.

Server Security

Domain Security

(This is still being determined.)

Server Security

(This is still being determined.)

Resource Security

(This is still being determined.)
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