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Data Exchange Guidelines

Introduction

These guidelines address the policy, procedure, and considerations for exchanging data files within the Department of Public Welfare (DPW) and with external business partners. It specifically addresses the electronic interchange of mission-sensitive data between DPW and its many business partners, and assigns the overall responsibility for the process to the Enterprise Administration Section within the Infrastructure Management Division, Office of Information Systems. The Enterprise Administration Section will also continually review the effectiveness of these guidelines with all stakeholders.

Purpose

The objective of these guidelines is to provide a standard set of policy and procedures to control the interchange of information within DPW's network and across networks with its various business partners. The effective interchange of data requires:

· Timely, accurate, and efficient data transfers

· Efficient utilization of resources for transferring data, between the Office of Information Systems (OIS) and various stakeholders

· A documented process

· Performance metrics and standards

· Effective audit trails for mission-sensitive data

Roles

The following functional roles have the indicated responsibility in the data exchange process.

Business Partner

A business partner is any non-DPW entity performing services for DPW as defined by contract, regulation, or statute. Business partners include county and federal government employees, private Medicaid providers, other state agencies, and other branches of government. Business partners must adhere to these guidelines when sending mission-sensitive data to DPW.

Program Office Coordinator

A program office coordinator is any DPW line-of-business officer overseeing a business relationship with one or more DPW business partners. In most cases, the program office, through contracts or regulation, manages the performance accountability of the business partner. OIS will communicate with business partners through the program office coordinator.

Application developers

The application developer is any BADD application developer or program office information technology (IT) analyst, responsible for an application receiving or sending data through the Data Exchange process. The application developer initially defines the necessity for a data exchange (file transfer), the requirements of the transfer (file size, periodicity, and so forth), and mission sensitivity.

Enterprise Administration Section

The Infrastructure Management Division, Enterprise Administration Section has the primary responsibility for ensuring the ongoing efficient transfer of mission-sensitive data. This section is responsible in part for the following functions in support of data exchanges:

· Update of the repository and all other FTP documentation

· Periodically review and upgrade the Data Exchange Guidelines
· Continually assess the effectiveness of the guidelines with all stakeholders 

· Provide tier 2 support for FTP

· Define tier 1 support functions for the Help Desk

· Coordinate all FTP activity when the repository form is received

· Initiate the necessary action to provide all security clearances including firewall clearance

· Provide the filename structures to the application developer

· Research and resolve all major problems or limitations of the process

· Generate the necessary coding or scripts to initiate file movement via FTP when the file is placed on either of the following servers:

· ISHBGFTP-ST1 server

· HBGSNA-ST1 server

This includes any mainframe initiated FTP as well.

Help Desk

The DPW Help Desk (outsourced to Intellimark) will serve as the tier 1 support desk for information interchanges (file transfers). The Help Desk will diagnose all potential problems classified as tier 1 by the Enterprise Administration Section, before the Help Desk escalates the call to the Enterprise Administration Section or Bureau of Technology Engineering. This may include contacting the remote business partner and/or determining the status of the network connection.

Virtual Private Network (VPN) Coordinator

This is a special position within the Bureau of Technology Engineering dedicated to ensuring the efficient internetworking of DPW and its business partners. The VPN Coordinator communicates with the business partner community through the program office coordinators. These functions involve the general oversight as a client consultant and ombudsman for both program office coordinators and business partners. This individual is not generally involved with daily operations but instead manages special rollout campaigns, new infrastructure construction, contractual issues, and exceptional problems.
Information Systems Policy Section

The Security Section will develop the policy guidelines involving information interchanges with business partners. This unit generally approves the registration of new business organizations into the network and oversees the development of security profiles identifying what data the business partner can access. After a site is registered and authorized through the firewall, the Enterprise Administration Section can authorize specific business partner FTP servers access to DPW's FTP server.

Bureau of Technology Engineering

The Bureau of Technology Engineering will maintain DPW's data network and its interfaces with other business partner networks and the Internet. This includes the maintenance of DPW's firewalls and the FTP Server.
Process Description

The establishment of a new data exchange typically begins with a Program Office issuing a Data Processing Service Request (DPSR) to the Bureau of Application Development and Design (BADD). In some cases, the request is more informal and ad hoc. Once the appropriate applications developer reviews and approves the request for implementation, after taking into consideration any requirement for mission critical data exchanges.

If the application developer determines that the data exchanges will be electronically transferred over data networks, he/she initiates the File Transfer Protocol (FTP) process. The application developer then reviews the Data Exchange Guidelines, prepares the FTP Data Collection Form, and sends it to the Enterprise Administration Section.

The Enterprise Administration Section secures all necessary security clearances, user ids, passwords, and server program parameters. The Enterprise Administration Section then notifies the application developer that the FTP process is ready and coordinates the testing phase. Once the testing is complete and satisfactory, the application developer implements the FTP process into production.

FTP Repository

The File Transfer Protocol (FTP) repository is a database containing all pertinent information defining an FTP process. This information includes the Stakeholder Profile, Data File Profile, Source Site Profile, and Destination Site Profile. An OIS Information Technician updates the repository when the developer sends the FTP Data Collection Form to the Enterprise Administration Section. The form records the data collected by the application developer or anyone authorized to initiate a production FTP process. The Enterprise Administration Section verifies the form has been completed correctly and the repository updated successfully. When the Enterprise Administration Section is satisfied the repository contains the correct information, it initiates the necessary action to implement this FTP process and finalize all the necessary network clearances. Upon completion, the Enterprise Administration Section notifies the application developer that the FTP is ready for production implementation.

The centralized repository provides authorized OIS stakeholders access to FTP information. The form and database detail a given data exchange and support a structured, documented implementation process.
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FTP Data Collection Form

The application developer will initiate the FTP process using the FTP Data Collection Form. The FTP User Guide contains instructions on how to acquire and fill out this form with the information needed by the Enterprise Administration Section to set up the FTP process.

Data Exchange Guidelines and Criteria

The effective interchange of mission-sensitive data within DPW and between DPW and external business partners involves adherence to the following guidelines:

Transmission Time

No file transfer should exceed 2 hours in transmission time. Segment any transfer process that would exceed this limit, into multiple appends. If segmented into multiple appends, the total transmission time for all segments should not exceed 10 hours.

Calculate the transmission time, as follows: the size of the file in bits, divided by the speed of the slowest communications link in bits per second. See examples of some typical file transfer times in Attachment #1 File Transfer Times for File Size and Circuit Speeds, in this document.
Transmission Speed

The size of the file and the speed of the slowest communications link between sender and receiver determine the speed of a file transfer. The speed of the link is recorded on the Business Partner Database, which is accessible on the OIS Intranet and is available from the Enterprise Administration Unit. In addition, frame relay and Asynchronous Transfer Mode (ATM) transmissions are determined by the committed information rate (CIR) and sustained cell rate respectively (SCR).

Internal FTPs

To simplify training and to optimize efficiency, OIS personnel and automated processes sending data within the OIS should use the Standard DPW FTP Utility.

Production File Transfers

Production file transfers are data exchanges, which are periodic in nature, require an audit trail for contractual performance, and involve mission-sensitive programs. All mission-sensitive data exchanges involving electronic transmission over networks should be production file transfers.

Communications Costs

Faster transmission times involve higher costs. Refer to the attached table for the cost of DPW-provisioned intelligent multiplexer (IMUX) communications links. DPW generally pays directly or indirectly for these links. Attachment #2 - DPW File Transfer Times, in this document, shows the costs for transporting a 40, 100, 200, or 300 megabyte file over the network.
Other Data Exchanges

In general, a file is not a production file candidate if it is non-recurring, test data, not mission-sensitive, and not required by a contractual or performance obligation.

FTP as the Production File Standard

As required by the Pennsylvania Open Systems Network (POSNet) Interface Specifications, all electronic wire file transfers between DPW and its business partners will be through FTP. The Internet Engineering Task Force establishes this standard in RFC 959.

Tape File Transfers

Use tape file transfers when the transmission time over a communications link exceeds 10 hours.

Mode of File Retrieval

In general, application developers and program office coordinators should require external business partners to send files to the DPW FTP server, rather than having DPW retrieve files from business partners. If DPW schedules retrieval of files from a business partner without first confirming that the scheduled transmission occurred and was successful (that is, that the correct data files have been transmitted to the retrieval location on the business partner’s server and transmitted successfully), the process could be contaminated by conditions beyond our operational control. Files retrieved might be only partially updated, old, or empty. Any file transfer process where DPW must retrieve, rather than receive, the file from an outside source requires exceptional justification by the applications developer, the program office coordinator, and approval by the Enterprise Administration Section.

OIS Support Services for Production Files

OIS will provide the following support services for production file transfers:

· Logging and optional notification of file completions

· Consultation service

· Diagnostic services

· Application development services

· Help desk support

Although OIS may approve other methods of data exchanges and continue to support data exchanges in production, it will not be able to provide all the support services it provides with FTP data exchanges. Therefore, new requests developed for production are required to use the FTP Data Exchange process.

Server-Based FTP

Any production file transfer for contracts or systems implemented after the date of these guidelines must be between a business partner's FTP server and DPW's FTP server. DPW will not support production file transfers between workstations or in manual mode.
After Hours Network Utilization

File transfers using state managed Wide Area Network resources should not be run during the standard workday between 9:00 A.M. and 3:00 P.M..

Some business partners connect via state provisioned and managed ATM data circuits known as IMUX. Over the state's backbone the speed of these circuits is limited by their SCR (usually 128 kbs). During the hours of 10:00 A.M. and 5:00 P.M., the transfer speed over the backbone will be 1544 kbps.

Load Balancing

All stakeholders should avoid unnecessary traffic load peaks and valleys, which strain communications and computing resources. Applications and regulations should be written to discourage end-of-week and end-of-month processing windows. Stagger file transfers for a given application, to and from specific locations, across the month.

FTP Server Placement

DPW's FTP server is located on a separate interface off the Foreign User firewall. All business partners and all internal DPW entities must pass through this firewall to communicate with the FTP server. This means that FTP transfers are a secured process requiring explicit authorization. In general, the Enterprise Administration Section will handle this authorization.

Error Notification

All files emanating to and from the FTP server will issue email notifications of the file transfer status to those individuals specified on the FTP registration form. A failed file transfer is one that failed to successfully deliver or pick up a file in the number of attempts specified for the file on the registration form.

The various reasons for a failed transfer and general problem resolution responsibilities and procedures are specified in Attachment #3 - FTP Server Error Handling.

DPW's FTP Server

DPW maintains a dedicated FTP server to automate the data exchange processes. See Attachment #4 - DPW's FTP Server Configuration for the technical configuration of this system.

Business Partner's FTP Server

Business partners must perform FTPs on systems capable of meeting the availability and performance specifications of these guidelines. This requires the use of server class systems and proficient technical support, and precludes the use of workstations and manual processes.
Business Partner Network Connections

Business partners must provision circuit connections of sufficient capacity to meet the availability and performance standards of these guidelines. In addition, the business partner must allow network trace routes (TRACERT) for diagnostic purposes from DPW to the business partner's FTP server.

Business Partner FTP Server Availability

The business partner FTP server must be available to receive files from DPW 24 hours per day 7 days a week.

File Naming Conventions

File naming conventions often control the routing of a file to and from the FTP server. To ensure that file names follow existing conventions, a new or modified file name must be coordinated with the Enterprise Administration Section before any development work is begun.

For applications involving file transfers from the mainframe where the names of the files change, you must create a parameter file containing a list of files to be sent from the mainframe to the FTP server. The format would be: "(System Label) (Mainframe Qualifier) (Mainframe Filename) (Server name)".

As an example:

	System Label
	Mainframe

Qualifier
	Mainframe

Filename
	Server name

	TPL
	TPL
	ALTPL788
	ALTPL788


A script on the mainframe would read this file and then transfer the data to the FTP server. All FTP server filenames must also be coordinated with the Enterprise Admin. Section, as either the beginning or ending characters must designate the directory name on the FTP server where the files will be placed. This is only necessary for multiple file types within the same production system.

File Termination Sentinels

To determine the difference between a corrupted file transfer and files with no data, all production file transfers must be followed by another file containing an end sentinel. The end sentinel is a small dummy file with the exact filename as the preceding file followed by “.end.” The file name and extensions should be in lower case letters. The file WILL NOT be a duplicate data file with a “.end” extension added to it.

For example, if you were to send 46init.enc to the server you would also have to send 46init.enc.end. This signifies to the server that the transmission was good.

Responsibilities

R = Responsible 
A = Accountable 
C = Consulted 
I = Informed

	FTP File Transfer Process - Responsibilities

	
	Office of Information Systems
	Program Office

	Responsibility
	Help Desk
	BADD
Application

Developer
	BTE
	BIMO Enterprise Admin.
	Program Coordinator
	Business Partner

	Tier 1 support questions
	R
	
	R
	A/R
	I
	

	Tier 2 support questions
	
	R
	A
	R
	
	

	Tier 3 support questions
	
	R
	A
	R
	I
	I

	Determining the size and periodicity of the transfer
	
	A/R
	
	
	
	

	Determining if the file should be electronically transferred
	
	A
	
	
	R
	R

	FTP server engineering or configuration
	
	
	A
	R
	
	

	Load balancing (peaks and valley avoidance)
	I
	R
	C
	A
	R
	C

	Generation and distribution of event log
	
	
	A
	R
	
	

	Notification of receipt or failure
	
	I
	A
	R
	I
	I

	Resolution of poor BUSINESS PARTNER performance
	R
	C
	C
	R
	A
	R

	Security registration of new BUSINESS PARTNERs
	
	
	
	R
	A
	R

	Security registration of new files
	
	I
	I
	R
	A
	C

	Standards enforcement
	C
	R
	R
	A
	R
	I

	Maintain up to date

business / technical

contact information
	I
	I
	I
	C
	A
	R

	Contract compliance
	I
	I
	I
	C
	A
	R

	Guidelines revision and maintenance
	C
	C
	R
	A
	C
	C


Methods and Metrics

The following methods and metrics will measure the operational success of the FTP process:

User Satisfaction

The Enterprise Administration Section will periodically review the trip tickets maintained by the help desk to determine quality and user satisfaction of the FTP data exchanges.

In addition, the VPN coordinator, as the ombudsmen for external business partner relations, will have the responsibility for identifying any problems with the process not identified by other mechanisms.

Repository

The success of the formalized FTP process will be measured by the size of the FTP database repository. As the system proves itself and adds value to DPW's business units, more internal OIS and program office processes will use the system. The extent of this use should be measurable by the number of files recorded in the repository.

Management and Operational Reports

The implementation plan will require the development of a series of operational reports to report incidence of file transfers and traffic volumes between DPW and its business partners. Operational reports indicating the effective speed of transfers, number of retries, and other conditions will also be generated. The definition and audience for some of these reports follow:

Trend Line Graphs

A series of stacked bar or area graph reports showing the daily statistics for file transfers over the last six months. Separate graphs should show the following:

1. Total file transfers: the number of file transfers to and from the outside world through the Internet, Foreign User, and Inter Agency Firewalls. The report will show the last six months worth of activity. 

2. Traffic transferred: The total volume of data transferred in bytes by direction for each firewall.

3. Time of day: the number of files and traffic volume in bytes, by hour of the day.

4. FTP server file transfers: The number of files transferred to and from the FTP server through each firewall, directly to or from the mainframe, to Norristown, or other centers.

5. Transmission time: The minimum, maximum, and average transmission time per file.

6. Transmission efficiency: The minimum, maximum, and average transmission efficiency, calculated as file transfer rate, divided by speed of the slowest link.

Line of Business Reports

A series of monthly reports for each program office and program category as defined below:

File Transfer Log

A detailed listing by each business partner, the file name, transfer elapse time, start and finish times, transfer rate, number of retries, and efficiency.

File Transfer Summary

A summary report showing for each program office and category for each file traversing the FTP server showing the total files, average transfer time, retransmissions, average retransmissions.

Attachments

Attachment #1 - File Transfer Time by File Size and Circuit Speed

File Transfer Time in Hours Number files

	File Size in Million

Bytes
	Number Files Xmitted per Busy Hour
	T1 at

100%
	T1 at 50%
	56 kbs at 100%
	56 kbs at 50%
	28 kbs
	128 kbs
	256 kbs

	20
	1
	0.03
	0.06 
	0.79
	1.59
	1.59
	0.35
	0.17

	20
	2
	0.06
	0.12 
	1.59
	3.17
	3.17
	0.69
	0.35

	20
	3
	0.09
	0.17 
	2.38
	4.76
	4.76
	1.04
	0.52

	30
	1
	0.04
	0.09 
	1.19
	2.38
	2.38
	0.52
	0.26

	30
	2
	0.09
	0.17 
	2.38
	4.76
	4.76
	1.04
	0.52

	30
	3
	0.13
	0.26 
	3.57
	7.14
	7.14
	1.56
	0.78

	70
	1
	0.10
	0.20 
	2.78
	5.56
	5.56
	1.22
	0.61

	70
	2
	0.20
	0.40 
	5.56
	11.11
	11.11
	2.43
	1.22

	70
	3
	0.30
	0.60 
	8.33
	16.67
	16.67
	3.65
	1.82

	100
	1
	0.14
	0.29 
	3.97
	7.94
	7.94
	1.74
	0.87

	100
	2
	0.29
	0.58 
	7.94
	15.87
	15.87
	3.47
	1.74

	100
	3
	0.43
	0.86 
	11.90
	23.81
	23.81
	5.21
	2.60


Note:  
The shaded areas above indicate transfer times in excess of the recommended standard of 2 hours.

Almost all data transmissions over POSNet involves ATM or Frame Relay data transmission.

The minimum speed of a Frame Relay connection is determined by its CIR or committed information rate. The minimum speed of  an ATM connection is determined by its Sustained Cell rate or SCR.

The higher the CIR or SCR the higher the cost of a connection 28 kbs is a CIR rate, 128 kbs and 256 kbs are SCR rates. As of November 1999 the standard circuite connection is an ATM circuite with a SCR of 128 kbs and a PCR (peak cell rate) of 256 kbs.
Attachment #2 - DPW File Transfer Times

DPW Estimated File Transfer Time Worksheet                          File size = 300 MB

	SCR/PCR
	28/56
	56/56
	64/28
	428/256
	256/542
	512/1024
	768/1536

	File Size (in bits)  = 2,400,000,000

	Time to transfer at SCR (in hours) *
	23.8
	11.9
	10.4
	5.2
	2.6
	1.3
	0.9

	Time to transfer at PCR (in hours) *
	11.9
	11.9
	5.2
	2.6
	1.3
	0.7
	0.4

	Time to transfer at SCR (in minutes) *
	1428.6
	714.3
	625.0
	312.5
	156.3
	78.1
	52.1

	Time to transfer at PCR (in minutes) *
	714.3
	714.3
	312.5
	156.3
	78.1
	39.1
	26.0

	

	SCR/PCR
	28/56
	56/56
	64/28
	428/256
	256/542
	512/1024
	768/1536

	Backbone Charge to OA
	$30.00
	$60.00
	$70.00
	$140.00
	$280.00
	$560.00
	$840.00

	Access Link - 56 Kbps
	$72.00
	$72.00
	
	
	
	
	

	Access Link - 1.5 Mbps
	
	
	$475.00
	$475.00
	$475.00
	$475.00
	$475.00

	Total - Access + Backbone **
	$102.00
	$132.00
	$545.00
	$615.00
	$755.00
	$1035.00
	$1315.00

	

	T1 NNI
	$220.00
	
	
	
	
	
	

	1,536/1,536 SCR/PCR
	$1680.00
	
	
	
	
	
	

	Total
	$1900.00
	
	
	
	
	
	

	

	Per user at 128/256 (6 per T1 NNI)
	$316.67
	
	
	
	
	
	

	T1 UNI
	$439.00
	
	
	
	
	
	

	Total
	$755.67
	
	
	
	
	
	


* The file transfer times are approximate and do not account for protocol overhead or server processing time. 

**These rates do not include the CSU/DSU charges.

SCR = Sustained Cell Rate 

PCR = Peak Cell Rate

SCR and PCR are effectively quality-of-service speed ratings for asynchronous transfer mode data transmission.
Attachment #3 - FTP Server Error Handling

DPW of Public Welfare's Help Desk will record and resolve all problems reported to it by a remote business partner or the Enterprise Administration Section. The Help desk will perform all structured problem resolutions classified as tier 1. The Enterprise Administration Section will create or oversee the creation of all Tier 1 structured problem resolutions for the help desk.

For FTPs initiated by DPW of Public Welfare's FTP server, the FTP server will issue email notification of the error to the Enterprise Administration Section.

Central Site FTP Errors 

If the Enterprise Administration Section will identify and resolve problems dealing with failures or resource limitations of the central site failure. The Help Desk will be notified of these failures which include:

· Mainframe Problems

· Application Problems affecting the generation of output files or the processing of input files

· Failures of the FTP server

· Saturation of the T1 link to the Foreign User firewall

· Load Saturation of the FTP server

Business Partner Problems 

The Enterprise Administration Section will review all emailed error notifications for those problems most likely caused by the end user or business partner environment. The Enterprise Administration Section will transmit these problems via email to the Help Desk.

The Help Desk will also handle all calls from the Business Partners.

The Help desk will determine if the problem is due to a failure of the communications path or the (business partner's) remote server.

The most common error conditions, their frequency of occurrence, likely cause, and Tier 1 resolution are presented in the FTP server following error table:

FTP Server Errors
	Error
	Most Likely Failure
	Tier 1

	Access denied
	Remote server configuration or environment
	Notify user and verify directory, password, and file name has not changed

	Broken pipe – lost connection

	Communication errors, excessive line loading

	Attempt a TRACERT then verify circuit load and status, notify user and request a TRACERT from their location

	Connection refused

	Remote server configuration or environment

	Notify user and verify directory, password, and file name has not been changed

	Connection timed out

	Communication errors, excessive line loading

	Attempt a TRACERT then verify circuit load and status, notify user and request a TRACERT from their location

	EndMarker is older than

	End of File Marker not received
	Notify user for status of End of File marker

	Login failed

	Remote Server Configuration or

Environment Incorrect User Id or Password
	Notify user and verify directory, password, and file name has not been changed

	Login incorrect

	Remote server configuration or environment has changed

	Notify user and verify directory, password, and file name has not been changed

	Lost connection
	Communication errors, excessive line loading
	Attempt a TRACERT then verify circuit load and status, notify user and request a TRACERT from their location

	No such file or directory
	Remote server configuration or environment has changed
	Notify user and verify file and directory structure


Attachment #4 - DPW's FTP Server Configuration

Department of Public Welfare FTP Server Configuration

	Current Configuration

	Hardware:
	Pentium base server

	Disk capacity:
	16 GBytes

	Network connections:
	1

	IP address:
	199.79.11.244

	Operating system:
	Solaris 2.5 (Unix)

	Future Configuration

	Hardware:
	Cluster configuration consisting of 2 x Sun

Microsystems E - 250 DELL Power edge

	Disk capacity:
	36 GBytes

	IP address:
	199.79.11.244

	Operating system:
	Solrais 7 (Unix)

	Network connections:
	1 incoming and 4 outgoing


Glossary

Asynchronous Transfer Mode (ATM)

A form of digitized data transmission based on fixed-length cells that can carry data, voice, and video at high speeds.
FTP

File Transfer Protocol. An application program that uses Transmission Control Protocol / Internet Protocol (TCP/IP) as a medium for transferring files.
IETF

The Internet Engineering Task Force (IETF) is the protocol engineering and development arm of the Internet. The IETF is a large open international community of network designers, operators, vendors, and researchers concerned with the evolution of the Internet architecture and the smooth operation of the Internet. It is open to any interested individual.

IMUX

The Intelligent Multiplexer network. IMUX is effectively the leased local lines and backbone networks of DPW and other state agencies. This includes, but is not limited to, POSNet.

Mission-sensitive Data Exchange 

Any exchange of data required to support a function involving the well-being of clients, the integrity of DPW, a regulatory, legal, or contractual obligation.
RFC 

Request for comments (RFCs), are one of a series of formal documents edited and managed by the IETF. RFCs are the primary means of communicating information about the Internet, its technical standards and protocols, its history and culture.
SNA Server 

A special server to perform data transfers over IBM's SNA protocol. Use of proprietary protocols is prohibited by Department and Governor's Office policy. This server, therefore, is only used for communications to the Social Security Administration, which has yet to adopt the IETF standards of TCP/IP and FTP.
SNMP 

Simple Network Management Protocol. A protocol, which allows the management of networks. SNMP is mainly used for managing TCP/IP networks. This system is an open system, which has been adopted by many users and equipment manufacturers.

T1

A classification of leased telephone line service offering 23 voice channels and 1 supervisory channel or 1.544 Mbps digital data service. The Transmission Control Protocol is an Internet-standard transport layer protocol defined in STD 7, RFC 793.

Tier 1 Support

The basic level of technical support, usually delivered by a help desk technician. Tier 1 problems are usually routine, recurring problems for which there is a structured standard resolution.
Tier 2 Support

A level of technical support requiring more specialized or in depth knowledge for a given subject area. A technical specialist usually handles tier 2 problems.
Tier 3 Support

The highest level of escalated problem resolution. Tier 3 problems require the highest level of resolution and are usually handled by one or more senior technical specialists.
VPN

Virtual private network. A VPN can be defined in several ways: The broad definition of a VPN is a private network that uses the infrastructure of a public network. A VPN can also be defined as a carrier-based service that creates a private network by tunneling encrypted packets through a switched network, such as a frame-relay network or an asynchronous transfer mode (ATM) network. Although a telecommunications carrier or an ISP privately owns the switched network, this network is considered public because it is used by all of the service's customers.
WAN

Wide Area Network, a network typically spanning inter-city distances.




