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PURPOSE

The purpose of this bulletin is to inform interested parties (as specified in the scope) of the requirements of the HIPAA Privacy Regulations and describe some of the Department of Public Welfare’s (Department’s) initiatives to address the requirements of the Regulations. 

 In addition, the Department, as a covered entity, has determined that Counties, Managed Care Providers, Children and Youth Agency Contractors, and certain Contractors/Grantees are our Business Associates under HIPAA.  Therefore, a second purpose of this bulletin is to describe the requirements under the Privacy Regulations for both the Department and its Business Associates.

SCOPE

This Bulletin applies to organizations and individuals who do business with or receive funding through the Office of Mental Health and Substance Abuse (OMHSAS), the Office of Medical Assistance Programs (OMAP), the Office of Children, Youth and Families (OCYF), the Office of Mental Retardation (OMR), the Office of Income Maintenance (OIM), and the Office of Social Programs (OSP).  This would include health care providers, County administered programs (and their providers), Managed Care Organizations (MCOs), contractors, grantees, advocacy organizations, and statewide professional associations.  

BACKGROUND

The Health Insurance Portability and Accountability Act (HIPAA) of 1996 required that regulations be developed to implement a comprehensive federal law to protect individually identifiable healthcare information.  The  U.S. Department of Health and Human Services (HHS) published final regulations, entitled Standards for Privacy of Individually Identifiable Health Information on December 28, 2000.  



These regulations which became effective on April 14, 2001 and were amended on August 14, 2002, create national standards to protect medical records and other protected health information (PHI) and set a minimum standard of safeguards of PHI.  45 CFR Parts 160 and 164.

The regulations impact covered entities that are health care plans, health care clearinghouses and health care providers. Most covered entities, except for small health plans, must comply with the requirements by April 14, 2003. The Department of Public Welfare performs functions as a health care plan and health care provider.  Any entity having access to PHI must do an analysis to determine whether it is a covered entity and, as such, subject to the Privacy Regulations.

To comply with the privacy regulations, the Department created the HIPAA Privacy Governance Structure composed of representatives from all impacted program offices.  The Governance Structure is drafting a handbook for the Departmental program offices to follow and tailor to meet their own programmatic and business needs and operational goals. This document will be available to all interested parties upon its completion.

DEFINITIONS


Under the HIPAA privacy rules, there are many new and complex definitions.  To aid in reading and understanding this bulletin, this definition section is added.  The complete definitions can be found at 45 CFR § 160.103.

Authorization.  A document signed and dated by the individual who authorizes

use and disclosure of PHI for reasons other than treatment, payment or healthcare operations.  An authorization must contain a description of the PHI, the names or class of persons permitted to make a disclosure, the names or class of person to whom the covered entity may disclose, an expiration date or event, an explanation of the individual’s right to revoke and how to revoke, and a statement about potential redisclosures.

Business associate.  A person or entity, who on behalf of a covered entity or organized healthcare arrangement performs or assists in the performance of: 

(A) A function or activity involving the use or disclosure of individually identifiable health 

       information, including claims processing or administration, data analysis, processing or    

       administration, utilization review, quality assurance, billing, benefit management, 

       practice management, and repricing; or 

(B) Provides legal, actuarial accounting, consulting, data aggregation,   

management, administrative, accreditation, or financial services for such covered entity or organized health care arrangement.

Business associate agreement.  A contract between a covered entity and a


business associate which must:

(A) Establish the permitted and required uses and disclosures of personal health information (PHI) by the business associate.

(B) Provide that the business associate will use PHI only as permitted by the contract or required by law, use appropriate safeguards, report any disclosures not permitted by the contract, ensure that only agents to whom it provides PHI will abide by the same restrictions and conditions, make PHI available to individuals, make its record available to HHS and 


(C) Authorize termination of the contract by the Department if the Department determines

                   that there has been a violation of the contract.

Consent.   A document signed and dated by the individual that a covered entity may obtain prior to using or disclosing PHI to carry out treatment, payment or healthcare operations.  

Covered entity.  A health plan, a health care clearinghouse, or a health care provider who transmits any health information in electronic form in connection with a transaction covered under the HIPAA rules. 

Disclosure.  Release, transfer, provision of access to, or divulging in any other manner of information outside the entity holding the information. 

Health care.  Care, services or supplies related to the health of an individual.  Health care includes, but is not limited to preventive, diagnostic, therapeutic, rehabilitative, maintenance, or palliative care and sale or dispensing of a drug, device, equipment, or other item in accordance with a prescription. 

Health care clearinghouse.  A public or private entity that does either of the following:

(A) Processes health information received from another entity in a nonstandard

format or containing nonstandard data content into standard data elements or a standard transaction. 

(B) Receives a standard transaction from another entity and processes health  

      information into nonstandard format or nonstandard data content for the 

      receiving entity. 

Health care provider.  A provider of services and any other person or organization who furnishes, bills, or is paid for health care in the normal course of business. 

Health information.  Any information, whether oral or recorded in any form or medium, that: 

(A) Is created or received by a health care provider, health plan, public health 


authority, employer, life insurer, school or university, or health care


clearinghouse; and 

(B) Relates to the physical or mental health or condition of an individual; the  


provision of health care to an individual; or payment for the provision of 

health care to an individual. 


Health plan.  An individual or group plan that provides, or pays the cost of, medical care.  

 
Health care operations.  Any of the following activities:


(A) Conducting quality assessment and improvement activities. 


(B) Reviewing the competence or qualifications of health care professionals,

evaluating practitioner and provider performance, health plan performance and conducting training programs of non-health care professionals, accreditation, and certification, licensing or credentialing activities.  


(C) Underwriting, premium rating and other activities relating to the creation

renewal or replacement of a contract of health insurance or health benefits and        ceding, securing or placing a contract for reinsurance of risk relating to claims for health care.  


(D) Conducting or arranging for medical review, legal services, and auditing

      functions including fraud and abuse detection and compliance programs.

(E) Business planning and development, such as conducting cost-management 

and planning-related analyses related to managing and operating the entity, including formulary development and administration, development or improvement of methods of payment or coverage policies; and 

(F) Business management and general administrative activities of the entity. 

    
Individual.  The person who is the subject of protected health information. 

Notice of privacy practices.  A notice to the individual of the uses and disclosures of protected health information and the individual’s rights and the covered entity’s legal duties with respect to PHI.

Protected health information (PHI).  Individually identifiable health information that is transmitted by electronic media, maintained in any medium, or transmitted or maintained in any other form or medium.  

Treatment.  The provision, coordination or management of health care and related services by one or more health care providers, including the coordination or management of health care by a health care provider with a third party; consultation between health care providers relating to a patient or the referral of a patient for health care from one health care provider to another. 

Use.  With respect to individually identifiable health information, the sharing, employment, application, utilization, examination or analysis of such information within an entity that maintains such information. 

REQUIREMENTS


Generally, the Privacy Rule prohibits disclosure of PHI except in accordance with the regulations.  All organizations which have access to PHI must do an analysis to determine whether or not it is a covered entity.  The regulations define and limit the circumstances under which covered entities may use or disclose PHI to others.  Permissible uses under the rules include three categories: (1) use and disclosure for treatment, payment and healthcare operations; (2) use and disclosure with individual authorization; and (3) use and disclosure without authorization for specified purposes.  


The Privacy Regulations requires Covered Entities to: 

a) Appoint a privacy officer charged with creating a comprehensive Privacy Policy.

b) Develop minimum necessary policies 

c) Amend Business Associate contracts

d) Develop accounting of disclosures capability

e) Develop procedure to request alternative means of communication

f) Develop procedure to request restricted use

g) Develop complaint procedure

h) Develop amendment request procedure

i) Develop individual access procedure

j) Develop anti-retaliation policy

k) Train workforce

l) Develop and disseminate privacy notice

This Bulletin specifically addresses the Department’s Business Associate relationship and

generally discusses some of the HIPAA paperwork requirements.  Finally, this bulletin addresses enforcement of the HIPAA requirements since there have been many questions about the Department’s role in enforcing these requirements.

BUSINESS ASSOCIATE RELATIONSHIPS

As a covered entity, the Department must have safeguards in place when it shares information with Business Associates.  A Business Associate is defined by the regulation as a person or entity, not employed by the covered entity, who performs a function for the covered entity that requires it to use, disclose, create or receive PHI.  The covered entity may disclose PHI to a Business Associate if it receives satisfactory assurances that the Business Associate will appropriately safeguard the information in accordance with the HIPAA requirements. These assurances are memorialized in a Business Associate agreement that may or may not be part of a current contract or other agreement.   The Business Associate language must establish permitted and required uses and disclosures and must require Business Associates to:

1. Appropriately safeguard PHI.

2. Report any misuse of PHI.

3. Secure satisfactory assurances from any subcontractor.

4. Grant individuals access to and the ability to amend their PHI.

5. Make available an accounting of disclosures.

6. Release applicable records to the covered entity and the Secretary of Health and Human Services.

7. Upon termination of the Business Association relationship, return or destroy PHI.

The Department’s Business Associates include, but are not limited to Counties, Managed Care Organizations, Children and Youth Agency Contractors, and certain Contractors/Grantees.  The Department’s agreements with its Business Associates must be amended (or otherwise modified) to include the Business Associate language required for HIPAA compliance (Appendix A).  Appendix A is the Department’s template for Business Associate language.  Each program office will be examining its relationships to determine whether Business Associate language applies and, where necessary, will be amending or modifying agreements through regular business processes.  When appropriate, the program office will discontinue sharing information and/or discontinue a relationship with a Business Associate who fails to comply with the Business Associate language.

NOTICE OF PRIVACY PRACTICE

A covered entity must provide its consumers with a plain language notice of individual rights with respect to PHI maintained by the covered entity.  Beginning April 15, 2003, health care providers must provide the notice to all individuals on their first day of service, and must post the notice at the provider’s delivery site, if applicable.  Except in an emergency treatment situation, a provider must make a good faith effort to obtain a written acknowledgment of receipt of the notice.  Health plans must provide the notice to each individual enrolled in the plan as of April 14, 2003, and to each new enrollee thereafter at the time of enrollment, and within sixty days of any material revision to the notice.   A covered entity with a web site must post its notice on the web site.  A covered entity must document compliance with the notice requirements and must keep a copy of notices issued.

 The specific elements of the notice include:

· Header: “This notice describes how medical information about you may be used and disclosed and how you can get access to this information.  Please review it carefully.”

· A description, including at least one example, of the types of uses and disclosures the covered entity may make for treatment, payment or health care operations.

· A description of each of the other purposes for which the covered entity is required or permitted to use or disclose individually identifiable health information without consent or authorization.

· If appropriate, a statement that the covered entity will contact the individual to provide information about health-related benefits or services.

· A statement of the individual’s rights under the privacy regulations.

· A statement of the covered entity’s duties under the privacy regulations.

· A statement informing individuals how they may complain about alleged violations of the privacy regulations.

Attached is the Commonwealth of Pennsylvania’s Notice of Privacy Practices Template.

(Appendix B).   The Department of Public Welfare will be modifying this document to meet its business needs.  Each program office will be contacting its Business Associates regarding the finalized Notice of Privacy Practices.

CONSENT AND AUTHORIZATION

Consent

The regulations permit (not require) a covered entity to obtain a consent from a patient to use and disclosure of PHI for treatment, payment and health care operations.  The Department will be obtaining a consent for treatment, payment and health care operations from its clients, where practicable.

Authorization

The regulations make a clear distinction between consents and authorizations.  Consents are used only for disclosures related to treatment, payment and health care operations.  The covered entity is required to have an authorization from an individual for any disclosure that is not for treatment, payment or health care operations or exempted under the regulations.  An authorization must clearly and specifically describe the information that may be disclosed, provide the name of the person or entity authorized to make the disclosure and to whom the information may be disclosed.  An authorization must also contain an expiration date or event, a statement that the authorization may be revoked in writing, a statement that the information may be subject to redisclosure and be signed and dated.


Attached are the Commonwealth of Pennsylvania’s Consent and Authorization Templates.  (Appendices C and D).  The program offices will be modifying these documents to meet their business needs.  Each program office will be contacting its Business Associates regarding the finalized authorization and consent forms. 

ENFORCEMENT


The Department is not responsible for the enforcement of the HIPAA privacy requirements.  This responsibility lies with the U.S. Department of Health and Human Services, Office for Civil Rights (OCR).  The enforcement activities of OCR will involve: conducting compliance reviews; providing technical assistance to covered entities to assist them in achieving  compliance with technical assistance; responding to questions and providing guidance; investigating complaints; and, when necessary, seeking civil monetary penalties and making referrals for criminal prosecution.  45 CFR Subpart C.  As noted above, the Department will discontinue sharing information and/or discontinue a relationship with a Business Associate who fails to comply with the Business Associate language.

NEXT STEPS

1. Interested parties that have not yet determined their covered entity status should do an analysis to determine whether the privacy regulations apply to them.

2. Each program office will contact its Business Associates with the specific Business Associate Agreement language and the proper procedures to enter into the agreement.

3. Each program office will contact its Business Associates regarding the language of the Notice of Privacy Practices, Consent and Authorization.  Business Associates should continue using current, approved forms until that time.

4. Although it is not the Department’s responsibility to train its Business Associates in the HIPAA requirements, the Department is committed to helping its Business Associates achieve compliance.  To that end, the Department program offices will contact their Business Associates regarding educational opportunities and workshops.

COMMONWEALTH OF PENNSYLVANIA

BUSINESS ASSOCIATE APPENDIX LANGUAGE

TEMPLATE

Health Insurance Portability and Accountability Act (HIPAA) Compliance


WHEREAS, [name of program and department] (hereinafter the “Covered Entity”) will make available and/or transfer to Contractor (hereinafter the “Business Associate”) certain Protected Health Information (PHI), in conjunction with goods or services that are being provided by Business Associate to or on behalf of [name of program and department], that is confidential and must be afforded special treatment and protection in accordance with the Health Insurance Portability and Accountability Act  (“HIPAA”) Privacy Regulations at 45 CFR Part.160-164.


WHEREAS, Business Associate will have access to and/or receive from Covered Entity, PHI that can be used or disclosed only in accordance with this Appendix and the HIPAA Privacy Regulations at 45 CFR Part 160-164.


NOW, THEREFORE, Covered Entity and Business Associate agree as follows:
1. Definitions.  

a. “Business Associate” shall have the meaning given to such term under the HIPAA Regulations, including but not limited to, 45 CFR §160.103.

b. “Covered Entity” shall have the meaning given to such term under HIPAA and the HIPAA Privacy Regulations, including, but not limited to, 45 CFR §160.103.

c. “Protected Health Information” or “PHI” means any information, whether oral or recorded in any form or medium; (i) that relates to the past, present or future physical or mental condition of an individual; the provision of health care to an individual; or the past, present or future payment for the provision of health care to an individual, and (ii) that identifies the individual or with respect to which there is a reasonable basis to believe the information can be used to identify the individual, and shall have the meaning given to such term under HIPAA and the HIPAA Privacy Regulations, including, but not limited to 45 CFR §164.501.

d. In accordance with 45 CFR Parts 160-164, [name of program and department] is the Covered Entity and ________is the Business Associate.

e. Terms used, but not otherwise defined, in this Agreement shall have the same meaning as those terms in 45 CFR Parts 160-164.

2.
Limits On Use And Disclosure Established By Terms Of Appendix.  Business Associate hereby agrees that it shall be prohibited from using or disclosing the PHI provided or made available by Covered Entity for any purpose other than as expressly permitted or required by this Appendix, in accordance with 45 CFR §164.504(e)(2)(i).

3.
Stated Purposes For Which Business Associate May Use Or Disclose PHI.  The Parties hereby agree that Business Associate shall be permitted to use and/or disclose PHI provided or made available from Covered Entity for the following stated purposes:

PROGRAM MUST Include a statement describing the stated purposes that Business Associate may use or disclose the PHI.  These uses and disclosures must be within the scope of the Appendix.  45 CFR §164.504(e)(2)(i).

4.      
Additional Purposes For Which Business Associate May Use Or Disclose Information.  In addition to the Stated Purposes, Business Associate may use or disclose PHI provided or made available from Covered Entity for the following additional purposes(s) (optional section):

a) Use Of Information For Management, Administration And Legal Responsibilities.  Business Associate is permitted to use PHI if necessary for the proper management and administration of Business Associate or to carry out legal responsibilities of the Business Associate.  45 CFR §164.504(e)(4)(ii).


b)   Disclosure Of Information For Management, Administration And Legal

Responsibilities.  Business Associate is permitted to disclose PHI received from Covered Entity for the proper management and administration of Business Associate or to carry out legal responsibilities of Business Associate, provided: 

i) The disclosure is required by law: or

ii) The Business Associate obtains reasonable assurances in writing from the person to whom the information is disclosed that it will be held confidentially and used or further disclosed only as required by law or for the purposes for which it was disclosed to the person, the person will use appropriate safeguards to prevent use of disclosure of the information, and the person immediately notifies the Business Associate of any instance of which it is aware in which the confidentiality of the information has been breached.  45 CFR §164.504(e)(4)(ii).

c) Data Aggregation Services.  Business Associate is also permitted to use or disclose PHI to provide data aggregation services, as that term is defined by 45 CFR §164.501, relating to the health care operations of Covered Entity.  45 CFR §164.504(e)(2)(i)(B).

5.
BUSINESS ASSOCIATE OBLIGATIONS:

a) Limits On Use And Further Disclosure Established By Appendix And Law.  Business Associate hereby agrees that the PHI provided or made available by Covered Entity shall not be further used or disclosed other than as permitted or required by the Appendix or as required by law.  45 CFR §165.404(e)(2)(ii)(A).
b) Appropriate Safeguards.  Business Associate will establish and maintain appropriate safeguards to prevent any use or disclosure of PHI other than as provided for by this Appendix.  45 CFR §164.504(e)(2)(ii)(B).
c) Reports Of Improper Use Or Disclosure.  Business Associate hereby agrees that it shall report to [name of Agreement officer for program and Department] within two (2) days of discovery any use or disclosure of PHI not provided for or allowed by this Appendix.  45 CFR §164.504(e)(2)(ii)(C).
d) Subcontractors And Agents.  Business Associate hereby agrees that anytime PHI is provided or made available to any subcontractors or agents, Business Associate shall provide only the minimum necessary PHI for the purpose of the covered transaction and must enter into a subcontract or contract with the subcontractor or agent that contains the same terms, conditions and restrictions on the use and disclosure of PHI as contained in this Appendix.  45 CFR §164.504(e)(2)(ii)(D).
e) Right Of Access To PHI.  Business Associate hereby agrees to make available to   an individual who is the subject of the PHI the right to access and copy that individual’s PHI, at the request of the individual or of the Covered Entity, in the time and manner designated by the Covered Entity.  This right of access shall conform with and meet all of the requirements of 45 CFR §164.524 and 45 CFR §164.504(e)(2)(ii)(E).
f) Amendment And Incorporation Of Amendments.  Business Associate agrees to make any amendments to PHI that have been agreed to by the Covered Entity, at the request of Covered Entity or of the individual, in the time and manner designated by Covered Entity, in accordance with 45 CFR164.526 and 45 CFR §164.504(e)(2)(ii)(F).
g) Provide Accounting.  Business Associate agrees to document and make available to Covered Entity or to the individual, any information necessary to provide an accounting of disclosures in accordance with 45 CFR §164.528 and 45 CFR §164.504 (e)(2)(ii)(G), within 30 days of receipt of a request for an accounting, in the manner designated by the Covered Entity.
h) Access To Books And Records.  Business Associate hereby agrees to make its internal practices, books, and records relating to the use or disclosure of PHI received from, or created or received by Business Associate on behalf of the Covered Entity, available to the Secretary of Health and Human Services or designee for purposes of determining compliance with the HIPAA Privacy Regulations. 45 CFR §164.504(e)(2)(ii)(H).  
i)
Return Or Destruction Of PHI.  At termination of this Appendix, Business Associate hereby agrees to return or destroy all PHI received from, or created or received by Business Associate on behalf of Covered Entity.  Business Associate agrees not to retain any copies of the PHI after termination of this Appendix.  If return or destruction of the PHI is not feasible, Business Associate agrees to extend the protections of this Appendix to limit any further use or disclosure until such time as the PHI may be returned or destroyed.  If Business Associate elects to destroy the PHI, it shall certify to Covered Entity that the PHI has been destroyed.  45 CFR §164.504(e)(2)(ii)(I).

j) Mitigation Procedures.  Business Associate agrees to establish and to provide to the Program and Department upon request, procedures for mitigating, to the maximum extent practicable, any harmful effect from the use or disclosure of PHI in a manner contrary to this Appendix or the HIPAA Privacy Regulations.  45 CFR §164.530(f).  Business Associate further agrees to mitigate any harmful effect that is known to Business Associate of a use or disclosure of PHI by Business Associate in violation of this Appendix.
k) Sanction Procedures.  Business Associate agrees that it must develop and implement a system of sanctions for any employee, subcontractor or agent who violates this Appendix or the HIPAA Privacy Regulations.  45 CFR §164.530(e)(1).
l)  Grounds For Breach.  Any non-compliance by Business Associate with this Appendix or the HIPAA Privacy Regulations will automatically be considered to be grounds for breach pursuant to the underlying agreement, if Business Associate knew or reasonably should have known of such non-compliance and failed to immediately take reasonable steps to cure the non-compliance.
m) Termination by Commonwealth.  Business Associate authorizes termination of the underlying contract by the Commonwealth if the Commonwealth determines, in its sole discretion, that the Business Associate has violated a material term of this Appendix.
n)
Privacy Practices.  The Program or Department shall provide and Business Associate shall immediately begin using, any form, including but not limited to, any for used for Consent, Notice of Privacy Practices, Accounting for Disclosures, or Authorization, designated as effective by the Program or Department at any given time.  The Program and Department retain the right to change the applicable privacy practices and documents.  The Business Associate must implement changes as soon as practicable, but not later than 45 days from the date of notice of the change.

6.
Obligations of Covered Entity:

a) Provision of Notice of Privacy Practices.  Covered Entity shall provide Business Associate with the notice of privacy practices that the Covered Entity produces in accordance with 45 CFR §164.520, as well as changes to such notice.

b) Permissions.  Covered Entity shall provide Business Associate with any changes in, or revocation of, permission by individual to use or disclose PHI, if such change affect Business Associate’s permitted or required uses and disclosures.

c) Restrictions.  Covered Entity shall notify Business Associate of any restriction to the use or disclosure of PHI that the Covered Entity has agreed to in accordance with 45 CFR §164.522.

3.4.02DRAFT

Commonwealth of Pennsylvania

 Notice of Privacy Practices for

Protected Health Information

This notice describes how medical information about you may be used and disclosed and how you can get access to this information.  Please review it carefully.

I.  How the Commonwealth Uses and Discloses Your Health Information:
   The Commonwealth of Pennsylvania provides a broad range of services through a wide variety of health and human services programs.  If you receive services from a Commonwealth program, the Commonwealth program may use your protected health information and disclose it to other Commonwealth health and human services programs and outside the Commonwealth, to:

a) plan and provide your care and treatment

b) communicate with health care professionals who care for you

c) describe the care you receive

d) obtain reimbursement from private insurers or other government programs

e) verify that services billed were actually provided

f) educate health professionals

g) inform public health officials charged with improving healthcare

h) administer the Commonwealth’s programs which provide public benefits, and/or health or human services

i) assess and improve the services provided and the outcomes achieved

j) pay for services you receive

k) inform you about other public programs and services

The Commonwealth and its programs will not use or disclose your protected health information except as described in this notice, or otherwise authorized by law.

II.  Your Health Information Rights:

    You have the right to:

a)
request a restriction on certain uses and disclosures of your protected health information 

b)  obtain a paper copy of this Notice of Information Practices upon 

     request

c)  inspect and copy your protected health information 

d)  request amendments to your protected health information

e) obtain an accounting of disclosures of your protected health information 

f) request communications of your protected health information by alternative means or at an alternative address

g) revoke your consent to use or disclose protected health information to the extent that it has not already been relied upon 

h) file a complaint to the (Insert name of program) and/or the Secretary of the U.S. Department of Health and Human Service if you believe your privacy rights have been violated.

III.  The Commonwealth Program Duties:

     The Commonwealth’s health and human services programs each have a duty to:

a)  maintain the privacy of your protected health information

b)  provide you with a notice as to our legal duties and privacy practices with          respect to protected health information we collect and maintain about you

c)  abide by the terms of this notice

d) notify you if we are unable to agree to a requested restriction

e) accommodate reasonable requests you may have to communicate health information by alternative means or at an alternative address

f) Provide an accounting of disclosures of your protected health information

The Commonwealth or any Commonwealth health and human services program may change its privacy practices and make the new privacy practices effective for all protected health information we maintain.  Should our privacy practices change, we will mail a revised notice to the address you have supplied us.

IV.  For More Information or to Report a Problem:

    
If you have questions and would like additional information, you may contact ________________at:


If you believe your privacy rights have been violated, you can file a complaint with (Privacy Officer)____________________ or with the Secretary of the United States Department of Health and Human Services.  There will be no retaliation for filing a complaint.

V.  Examples of Disclosures for Treatment, Payment and Health Operations:

(Individual programs should amend the following examples of treatment, payment or operations to make it meaningful for the program.  The notice must have at least one example of the types of uses and disclosures for treatment, payment and operations.)



We will use your health information for treatment.


For example:  Information obtained by a nurse, physician, or other member of your healthcare team will be recorded in your record and used to determine the course of treatment that should work best for you.



We will use your health information for payment.


For example:  A bill may be sent to you or any private or public source of health coverage you have identified.  The information on or accompanying the bill may include information that identifies you, as well as your diagnosis, procedures, and supplies used.



We will use your health information for regular health operations.


For example:  Members of a quality assurance team may use information in your health record to assess the care and outcomes in your case and others like it.  This information will then be used in an effort to continually improve the quality and effectiveness of the healthcare and service we provide.

VI.
Others who may receive your health information


Business Associates:  there are some services provided in our organization through contracts with business associates.  When these services are contracted, we may disclose your health information to our business associate so that they can perform the job we’ve asked them to do.  However, we require the business associate to appropriately safeguard your information.


Research:  We may disclose information to researchers when the information is de-identified or when their research has been approved by an institutional review board that has reviewed the research proposal and established protocols to ensure the privacy of your health information.


Organ procurement organizations:  Consistent with applicable law, we may disclose health information to organ procurement organizations or other entities engaged in the procurement, banking, or transplantation of organs for the purpose of tissue donation and transplant.


Funeral Directors:  We may disclose health information to funeral directors to carry out their duties, as required by law.
Public health:  We may disclose your health information to public health or legal authorities charged with preventing or controlling disease, injury, or disability.


Correctional institution:  Should you be an inmate of a correctional institution, we may disclose to the institution or agents thereof any health information necessary for your health and the health and safety of other individuals, or for the administration of the institution.


Law enforcement:  We may disclose health information for law enforcement purposes.

CONSENT TO THE USE AND DISCLOSURE OF PERSONAL HEALTH INFORMATION FOR TREATMENT, PAYMENT OR HEALTH CARE OPERATIONS

I,____________________________________________, understand and agree that the [Name of Program and Department] and Commonwealth of Pennsylvania may use and disclose protected health information (including but not limited to name, address, health history, symptoms, examination and test results, diagnosis and treatment) for treatment, payment or health care operations.  I understand that I must consent to this use and disclosure in order to enroll in or receive services through the [Name of Program].


I understand and have been provided with a copy of the document entitled  Notice of Information Practices which provides a complete description of potential uses and disclosures of my protected health information.  I understand that I have the right to review the Notice of Information Practices prior to signing the consent.


I understand that [Name of Program] reserves the right to change its privacy practices and will mail a copy of any revised notice to the address I’ve provided.


I understand that I have the right to request that the [Name of Program] restrict how protected health information is used or disclosed to carry out treatment, payment or health care operation.  I further understand that the Program is not required to grant any request to restrict the use or disclosure of information.  If, however, the Program agrees to a requested restriction, the restriction is binding on the Program.


I agree that I have the right to revoke this Consent in writing, except to the extent the Program, Department or other Commonwealth of Pennsylvania program or service has relied upon it.

Client, or Personal Representative Signature


Date

Witness, Title






Date
Commonwealth Authorization for Use Or Disclosure of Health Information
1. I hereby authorize the (Insert Program), the Commonwealth and its health and human services programs to use/disclose the following Protected Health Information from the records of:
Name:__________________________________________________________ Date of Birth:________________
Address:________________________________________________________
Telephone: _____________________ Case Record #: ____________


2. Information to be used or disclosed (Program to Insert Specific PHI to be Used/Disclosed):

3. This information is to be disclosed to the health and human services programs of the Commonwealth of Pennsylvania  and to __________for the purpose of (Program to add specific purpose for use or disclosure of PHI, unless use/disclosure was requested by the individual in which case may state “at the request of the individual):

4. I understand this authorization may be revoked in writing at any time, except to the extent that action has been taken in reliance on this authorization (Program Office to add specifics of how individual may revoke authorization).  Unless otherwise revoked, this authorization will expire on the date that you disenroll from (Insert Program).

5. The Commonwealth, its programs, services, employees, officers, and contractors are hereby released from any legal responsibility or liability for disclosure of the above information to the extent indicated and authorized.

6. I understand that the Commonwealth and its health and human services programs will not condition treatment, payment, enrollment or eligibility on the provision of this authorization.

7. I understand that I may inspect or copy my personal health information and may also refuse to sign this authorization.

8. Information disclosed pursuant to this authorization is subject to redisclosure by the recipient and is no longer protected by federal privacy regulations  (This provision is necessary if redisclosure is possible).

9. If this authorization is to be signed by a personal representative, please describe the authority to act for the individual.


_____________________________________________________________
Signature of Patient or Personal Representative               Date

_____________________________________________________________
Signature of Witness                                                     Date
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