DPW CIS Sign-on Notes for DPW Business Partners for the Upcoming SSN Userid Elimination
Target Date that users will experience these changes is Monday, 3/17/14

Background

The Pennsylvania Department of Public Welfare (DPW) has been working to eliminate the use of the
Social Security numbers (SSN) of its business partner employees to obtain a userid to execute DPW’s
Client Information System (CIS) transactions. The elimination of the use of the SSN provides additional
security for DPW business partner employees in a time when everyone is aware of the need to protect
personal identities.

On Monday, 3/17/14, DPW Business Partner users that have completed the DPW user recertification
process will be required to begin using the new DPW Windows userid and password that has been

assigned to each user to sign-on to execute DPW CIS transactions. The new DPW Windows userid will
begin with the characters ‘b-*. The DPW SSN userid and numeric password will be disabled and will no
longer work to sign-on to CIS for DPW Business partner users that have completed the DPW user
recertification process.
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Important Note: The new sign-on process to access the DPW CIS application requires that your new

DPW ‘b-‘ Windows Userid must be entered in lower-case characters.

Your DPW b- Windows Password is case-sensitive and must match the same case that DPW provided
to you.
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On Monday, 3/17/14, DPW Business Partner users that have not completed the DPW userid
recertification process will still be allowed to sign-on to execute DPW CIS transactions using their SSN
userid and numeric password. This will only be allowed by DPW for a limited time basis. Starting on
Monday, 3/17/14, these users will begin to receive a transaction screen with a link directing them to a
DPW self-registration process for CIS transaction access, and their DPW SSN userid and password will be
set to expire within 30 days.
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Instructions for DPW Business Partner Users that have completed the DPW User Recertification

The remainder of this document provides instructions on where to enter the new DPW Windows userid
that begins with the characters ‘b-* and the corresponding DPW password for Business Partner users
that have completed the DPW user certification process.

DPW Production Mainframe User Sign-on Screens for CIS Access using
the https://www.dpwtxns.state.pa.us URL

1. Click on the ‘User SIGN-ON’ link to sign-on to access CIS application transactions as you normally
do.
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Department of Public Welfare

Please Note: The Department of Public Welfare (DPW) is performing a recertification of ALL Business Partner users who have been granted access to CIS.

Recertification of DPW employees and business partner users for the Office of Medical Assistance Programs (OMAP) and the Office of Mental Health and
Substance Abuse Services (OMHSAS) has already been completed, and these users do not have to take any further action.

Business Partners for the Office of Income Maintenance (0IM) will need to review the Commonwealth of ylvani ion Technology Acceptable Use
Policy, Management Directive 205.34, and submit a signed copy of Enclosure 3 to OIM personnel.
Click here for the link to Management Directive 205.34.
The scanned copy of Enclosure 3 (Page 16) should be sent to, RA-OIMBusinessPart@pa.gov, by January 23, 2014, in order to retain access.
**Users that do not submit a scanned copy of the completed Enclosure 3 form by January 23, 2014, will have their access terminated**

Welcome to the PA Department of Public Welfare Transaction WEB site. This WEB site provides access to the D t's Ti i i Users will be asked to enter
their Pre-approved Userid/Password to utilize the system. When finished the User must terminate from the application.
WARNING! US GOVERNMENT SYSTEM and DEPARTMENT OF PUBLIC WELFARE SYSTEM.

Unauthorized access is prohibited by Public Law 99-474 "The Computer Fraud and Abuse Act of 1986". Use of this system constitutes CONSENT TO MONITORING AT ALL TIMES
and is not subject to ANY expectation of privacy. Unauthorized use of or access to this system may subject you to civil or criminal penalties under state or federal law.

This statement is being posted by the Department of Public Welfare Security and Audits Unit
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2. Inthe ‘Enter Your Userid’ field, enter your DPW Windows userid that starts with ‘b-".
a. Note: Enter the ‘b-‘ userid in lower case characters only.
3. Inthe ‘Password’ field, enter the password assigned to your DPW Windows userid that starts
with ‘b-*.

This is illustrated in the following screen capture with call-outs.
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Note: For DPW Business Partner Users that have completed the DPW user recertification, Do not enter
your SSN as your userid and do not enter the old 6-digit numeric password any longer to access CIS.
The SSN userid and 6-digit numeric password have been disabled.
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