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General:

The Department of Public Welfare (DPW) is committed to providing the best security and business continuity for its enterprise server systems. DPW has established enterprise-wide teams and subteams to identify the needs to implement a disaster recovery plan for its network server applications that include, but are not limited too; Windows 2000, Windows 2003, Windows 2003 R2, Windows 2008, Vmware, and ES7000 Server systems. This team effort is being coordinated by DPW’s Division of Technology and Engineering and includes members of the other offices and bureaus throughout DPW.  

The purpose of this document is to detail the backup and restoration plan that identifies the requirements and guidelines to implement a comprehensive restoration of DPW’s enterprise server systems and mission critical applications.

Please refer to the Data Base Backup Strategies Guideline documentation for a more detailed explanation of Data Base centric processes, procedures, and best practices. 
Guideline:
Backup/Recovery Requirements

The backup/recovery performance, availability, and operational automation requirements are:

· Business and mission critical applications must be run on Windows systems and housed in enterprise controlled environments
· Very large databases (VLDBs) must be run on Windows systems and housed in enterprise controlled environments

(At DPW, these are Oracle and Microsoft SQL)

· Microsoft Windows file servers must be dispersed
· Mobile or remote desktop systems
· Shared tape-library or segmented-drive configurations 

· The backup product must provide adequate diagnostic instrumentation in the form of trace facilities, and the detailed, comprehensible error messaging to provide clear detail
Needed Evaluation of Plans for New Functions

DPW needs to evaluate new technology for integrating DPW enterprise systems with new functions that enable non-disruptive backup and rapid application recovery. These plans are:
· Hardware and software based point-in-time replication functions

· Intelligent storage-server data-mover functions
· DBMS and application backup “proxy copy” APIs
· Block-level change-capture functions
Client-backup/recovery Functionality   

Basic client-backup/recovery functions include end-user and administrator-initiated requests of operational staff for: 

· Backup and recovery

· Point-in-time recovery, recovery to alternative directories, systems, and inclusion and exclusion filtering

· Advanced functions include product support for automated “bare metal” recovery and direct client-read access to the server backstore
Backup/Recovery-process Monitoring, Reporting, and Supplemental Automation  

Many organizations have a requirement for supporting comprehensive reporting and analysis functions, including:
· Service-level reporting

· Service-level management (external backup-process monitoring and recovery)
· Proactive service-level analysis (backup window trending and component analysis) 
· Basic reporting and a command-level interface for external management

· Automation functions that enable the integration of backup/recovery and storage resource-management products
Database Backup and Recovery Considerations

Traditional backup methods are periodic, full, physical database backups in combination with the archival of intervening transaction logs. Please  refer to the Data Base Backup Strategies Guideline documentation for a more detailed explanation of the current processes.
Software Components That Require Backup Procedures
· Server operating system

· File system

· Database storage-management interface and the storage-management software 

· When general-purpose file systems are used, throughput limits may be introduced  (Veritas software provides a file system that is optimized for use under databases)
Data Types

In general, all backups, regardless of the platform on which they are housed and run, contain a variety of types of data. When developing backup strategies, the person(s) conducting the backup must decide what information to copy. 

Types of Backup/Recovery for Servers
· Best available recovery point of database, file systems, and server operation system to tape

· Backup of selected files or software to tape

· Backup of files and software that has changed since previous backup 

· Granular incremental backup of databases and file system replicas that are prestaged for recovery and also versioned to tape  

Types of Backup/Recovery for Database

· Point in Time

· Full Cold Backup

· Logical Backups

· Schema/User level

· Incremental

· Ad hoc backups when requested or deemed necessary by DBA
Operational Backup Standards
Weekly Backups 

· Full backup of database, file systems, and server operation system to tape (as application dependent)

· Backup of selected files or software to tape. 

Daily Backups 

· Backup of selected files or software to tape: 

· Backup of files and software that has changed since previous backup

· Granular incremental backup of databases and file system replicas that are prestaged for recovery and versioned to tape  

Operational Recovery Standards
Operational Recovery Standards follow:

· Operational staff can recover selected files, when requested, with scripts/runs 

· Database administrator (DBA) will provide assistance in running database recovery scripts/runs to recover the database

· Operational staff must have approval of appropriate section of Division of Technology &  Engineering before using any runs to recover server system software

Disaster Recovery and Contingency Plans

 

Business continuity plans do not cover loss of access to DPW. Loss of services from a disaster is not covered.
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