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General:

Provides the procedures needed to create new user accounts.  
To allow the creation of new user’s to be created and placed within the CWOPA domain.  This will allow the modification of existing users that had been previously created.

Procedure:

Creation of New Accounts through Commonwealth User Provisioning and Self-Service
About CUPSS 

CUPSS is built around the IBM Security Identity Manager (formerly Tivoli Identity Manager) product.  It connects the HR data to the CWOPA active directory and the Exchange email systems for the automated processing of employee and contractor transactions such as:

· New hires

· Separations (retirements, resignations, firings, etc.)

· Leaves of absence

· Transfers (intra- and inter- agencies)

· Reclassifications

· Reorganizations

· Name and other data changed

How CUPSS Works:

The CUPSS system has been deployed at the EDC and is shared by 40+ agencies using the enterprise CWOPA and Exchange systems.  CUPSS reads an extract from the HR system on weekdays starting at 5am and then every two hours from 8am to 6pm (there is a reduced schedule on weekends).  Based on the HR transaction being processed, CUPSS will take a variety of actions.  As an example, the processing of a new hire is illustrated in the figure below.  During an average business day, CUPSS processes about 350-400 automated transactions of all types from HR.
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	CUPSS New User Processing

	1. HR processes an electronic Personnel Action Request (ePAR), updating the HR/SAP system.

2. Every 10 minutes, the IES system queries HR/SAP for changes and updates its internal directory IESPRD.

3. Every couple of hours, CUPSS gets an extract from IES and processes it.

4. For a new hire, CUPSS creates a candidate userID and checks CWOPA and the WebAdmin database to avoid duplicates.  
5. CUPSS creates a CWOPA userID with a system-generated temporary password, assigns group memberships, etc.
	6. CUPSS creates an Exchange mailbox for the user.
7. CUPSS updates IESPRD with the new user’s email address.

8. CUPSS notifies Agency Account Admins and the worker’s supervisor (optional).  
9. Agency Account Admin can initiates additional actions for the employee (add additional roles, etc.) and create/manage non-human accounts (service, resource, etc.).
10. CWOPA User self-service password management is available.
11. CUPSS enterprise administrators perform system maintenance, generate reports, and handle exceptions.
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