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General:

In the past, as a new web application was developed and brought online in the Department of Public Welfare (DPW), the rule was to implement a security scheme specific to the new application. This often involved the construction of a private database of users with their associated account and authorization information specific to the new application. There are now a number of such disparate, redundant security systems for various DPW web applications. 

Creating and using a unique security scheme for each application, results in a higher amount of account maintenance than using a single unified security scheme that provides security for all applications. Using unified security, account maintenance is significantly lower for both the application administrators and users. 

Unified Security lessens the administrative and user overhead by:

· Removing the authentication and authorization functionality from the application itself to a central repository and coding module.

· Providing a reusable set of security modules to enable authentication and authorization functionalities, standardizing the security aspects of applications and removing the need for developers to re-invent the wheel with each new application.

· Implementing a single sign-on system whereby a user, once authenticated to one application, will not need to re-authenticate when accessing another.

· Reducing the need for multiple usernames and passwords.

· Providing a single point of user security administration for the program offices.

The purpose of this document is to provide an overview of Unified Security for web applications as implemented at DPW. It also provides general information on the Computer Associates SiteMinder product. SiteMinder is the DPW Unified Security solution.

Guideline:

Unified Security

DPW has initiated a Unified Security program to attempt to reduce the overhead inherent in implementing customized web application security. After determining DPW’s needs and reviewing several candidate products, Computer Associate’s SiteMinder was chosen as the standard for Unified Security. 

SiteMinder interfaces with the Commonwealth’s Active Directory user repositories, PA.LCL (aka CWOPA) and USERS.APPS (business partner AD). It provides gatekeeper-type, fine-grained access control to web applications. Access control is based on user groups and/or roles. Differing levels of authentication (single-factor, two-factor, and so forth) can be enforced on a page-by-page basis for web-accessible applications. User management can be delegated to the appropriate program office staff.

The remainder of this document will outline the general functionality of SiteMinder. For more details, see the documents referenced in this document, and see the Computer Associates web site.

SiteMinder Overview

Figure 1 illustrates the basic components of the SiteMinder system.

Figure 1:  SiteMinder components
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How SiteMinder Works

The SiteMinder web agent sits on each Internet Information Server (IIS) and intercepts all access attempts to web pages on that server. As each access request comes in, the web agent checks with the Policy Server to determine if the requested resource (site, page, and so forth) is protected or not. If it is not a protected resource, the request is passed through to IIS and the web page is served to the user.

If the resource is protected, the Policy Server requests identification information from the user.  Generally, this is username and password, though it can require a token or certificate or other form of identification. Once the identification information is obtained, it is checked against the PA.LCL and/or USERS.APPS active directory to authenticate the user (in the case of username and password). If the authentication is successful, the Policy Server checks the Authorization database to obtain the user’s access rights to the resource in question. If the user’s authentication fails or if the user has insufficient rights to the resource, the user is denied access to the resource.

In addition to the web agent, SiteMinder provides a reverse proxy server that can protect multiple web servers or web servers for which there is no available web agent (such as, WebTS). This acts in much the same way as the web agent. It intercepts requests for web resources and checks for authentication and authorization through the Policy Server.

All internal authentication and authorization traffic between the various components of SiteMinder and between SiteMinder and the external authentication repositories is encrypted. memory resident cookies of sessions are encrypted and expire automatically, either when the browser is closed or upon predetermined session expiration periods.

Single Sign-on and Higher Levels of Authentication

The Policy Server provides single sign-on capability. Upon successful authentication of the user (regardless of the authorization results), the Policy Server places a memory-resident, encrypted cookie on the user’s computer. This cookie contains the user’s credentials. When the user attempts future access to protected resources, the user’s authentication is taken from the cookie and the need for the user to provide a username and password is bypassed. This cookie exists only while the browser remains open. In addition, the cookie may be set to expire with a specific amount of application inactivity that creates a session timeout. 

Support for higher levels of authentication exist at the resource level. For example, if the business logic demanded a secondary password or two-factor authentication such as a user certificate or token, this can be set up through SiteMinder. This might be needed for access to a client’s medical records, for example, or other sensitive data.
The Ability to Retrieve Additional User Information

Another useful feature of SiteMinder is the ability to retrieve additional user information (for example, demographic information) from either the authentication repositories (PA.LCL or USERS.APPS) or the authorization repository, and to return this information to the application in the form of web header variables. This can be useful for customizing the web page being presented to the user or for making additional authorization decisions within the application. This feature also eliminates the need for each application to maintain separate repositories of such information.

Architecture

The Unified Security is a critical infrastructure system. It must provide high availability since a failure of any of its components would result in the denial of access to all protected resources. With this in mind, DPW has acquired infrastructure class computers. Redundancy for critical components (Policy Server and the Authorization repository) is provided. Netegrity SiteMinder itself allows for load sharing and fail-over. Backup procedures are in place for all critical systems. For details, request them from the DPW Security officer.

User Management

There are three general classes of users who may require access to DPW web applications:
1. DPW and Commonwealth employees and contractors

2. Non-Commonwealth Business partners and their employees

3. The Public

DPW and Commonwealth Employees and Contractors

DPW and Commonwealth employees and contractors have existing accounts in PA.LCL (CWOPA). Access is generally through the Commonwealth’s network (usually through DPW’s internal network), though sometimes access may be through dial-up connections or through the Internet. 

Authentication of these users is generally based on their CWOPA username and password.  Authorization to access data is based on their job function.

Non-Commonwealth Business Partners and Their Employees

Non-Commonwealth business partners and their employees include such entities as HMO’s, medical providers, contracted caseworkers, financial groups, and so on. Contracts are negotiated between DPW and its business partners whereby business partners are granted access to DPW data resources in order to deliver the services they are providing. 

These users reside in the managed-user portion of USERS.APPS active directory and their authentication is based on the username and password in that active directory. Since these users generally access DPW resources from outside of the DPW and Commonwealth networks, additional authentication (for example, two-factor) and encrypted access (VPN’s or SSL pages) may be necessary, based on the type of data they need to access.

The Public 

The public has access to a variety of unprotected, usually informational, DPW web pages. In such cases, registration within Unified Security is not necessary. 

There may be some occasions where members of the public self-register to perform business transactions with DPW. For example, a resident may log into a web page that allows him to complete a benefits application or to update or check on the progress of such an application. Such self-registered users reside in the unmanaged portion of USERS.APPS. Their access authorizations should be restricted to the minimum that is required for their transaction since this area of USERS.APPS will not provide any more identity validation than, say, a Hotmail Internet e-mail account.

Conclusion

Authentication of users is done only from PA.LCL (CWOPA) or USERS.APPS.  Authentication of users from a tertiary source is not permitted by policy from OA/OIT.  Details of the active directory organization and management of users may be found in the Unified Security Management documentation or through application to the DPW Security officer.

Refresh Schedule:
All guidelines and referenced documentation identified in this standard will be subject to review and possible revision annually or upon request by the DPW Information Technology Standards Team. 
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