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General:

SiteMinder is Computer Associates access management software solution that provides enterprises with centralized security services for managing user authentication and access to Web-based applications. 

The purpose of this document is to outline the procedure for archiving the SiteMinder log files to a storage resource (in this case a DVD.)

Procedure:

Log Files
Description

The log files for SiteMinder services on Policy Servers contain Authorization and Authentication information for every application that uses SiteMinder. When end-users sign-in through the single sign-on access point, the following information is logged:

1. Successful or unsuccessful log-in

2. The hostname (server name)

3. Time and date stamp

4. Active Directory information

5. What application was being accessed

Ownership

The Security Architecture Team has ownership for maintaining the log files.



Archiving 

Daily:

1. Every morning the SiteMinder Log files on the SiteMinder Policy Servers are scheduled to be “rolled over” into a new log file by the Policy Server Software. These logs will also roll over when they reach 512 MB, also by the Policy Server Software.
Monthly: 

1. The Security Architecture local administrator will access each production Policy Server.

2. Copy the previous completed month to a subfolder designating year and month of logs.

3. Every month, copy the previous month’s logs to a local workstation to be compressed and burned to DVD or Zip the files across the network.
4. At any time if the policy servers in the production environment become full there is a risk of causing problems for the end users accessing all web applications. Therefore if any hard drive space becomes low, these archiving procedures should still be performed.

5. Archived files should be maintained for 7 years, per DPW policy.

Archive Retrieval process

2. Determine what month and year of log files that need to be accessed.

3. Retrieve the DVD from the on-site storage.

4. Copy zipped archived file to a workstation that has sufficient space for the file (s) to be unzipped.

5. Unzip archived log file and return the DVD to the on-site storage.

Business Requirements

Volume metrics

All log files for the Primary and Secondary Policy systems are stored on there D: drive, under the directory “Log60”for R6 policy servers. Below is some basic data about the log files:

· These log files accumulate at a rate of 30 to 60 files per month per policy server and 700 MB to over 10 GB in size. 

· On a daily basis the log files accumulate at a rate of 1 – 3 files and 100 KB to over 1 GB, per server.

· When monthly files are zipped up they can range anywhere from 100 MB to well over 1 GB in size. 

· These files should grow in size proportional to: 

· New applications being introduced/added to Security Architecture
· Increase in usage of all applications 

· Increase in the number of users to these new and old applications.
Monitoring/Notifications

When problems occur with the process, the Security Architecture team should be notified. Primary contacts for these issues will be Cliff VanScyoc, DPW/DTE, cvanscyoc@pa.gov, (717) 772-6463; and Tom Zarb, DPW/BTE, tzarb@state.pa.us , (717) 772-6469.

Refresh Schedule:
All procedures and referenced documentation identified in this document will be subject to review and possible revision annually or upon request by the DPW Information Technology Standards Team. 
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